
Session 3 – BioRAM 



Vision 

• Vision 
– A standardized approach to risk 

assessment 
 
– Create understanding 

• A tool for prioritization 
• A tool for communication 

 

• Mission 
– Get consensus 

• What risks do we see in bio-labs 
– Get stakeholders from all over the 

world to help 
– Create tool 

• Make it available 
 

BioRAM 
 



Strategy 

• Brainstorming 
• Workshops 
• Software design 
• Workshops 
• Software modification 
• Workshops 
• Software adjustment 
• α, β testing 
• Software finalizing 
• Workshops – report generators 
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BioRAM 
Idea to Product: 3 years 
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BioRAM 
 

Safety Risks based on routes 
of exposure 

Inhalation 
Ingestion 
Contact 
Percutaneous 

 
Security Risk based on 
Adversary’s level of access 
 Insider 
 Outsider 
 
Agent Properties 
 
Laboratory Procedures 
 

 
 
 

 

 

Risk 
drivers 



Likelihood – 
Consequence 

 

Biosafety 
 
Biosecurity 
 

Both need to be 
addressed 
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Biosafety RAM 
Agents (Hazard) 
 
Procedures 
 
 
 
 
 
 
 
 
 

 
 

 

Flu virus 



Biosecurity RAM 
Agents (Hazard) 
 
Laboratory Vulnerabilities 
 
Adversary (Threats) 
 
 
 
 
 
 
 
 

 
 

 

Anthrax 



BioRAM    
visual impact 
Example 
 
Spietz Laboratory 
 
Switzerland 
 

Nipah Virus 
 

Before  
mitigation 

After  
mitigation 
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