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Laboratory Biosafety and BiosecurityLaboratory Biosafety and Biosecurity

I
N

 BiosafetyBiosafety
 A set of preventive measures designed to A set of preventive measures designed to 

reduce the risk of accidental exposure to or reduce the risk of accidental exposure to or 
l f bi l i l h dl f bi l i l h d

Francisella 
tularensis 

N
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release of a biological hazard release of a biological hazard 
 Goal: reduce risk of accidental exposure to or Goal: reduce risk of accidental exposure to or 

release of potentially hazardous agents release of potentially hazardous agents 
 BiosecurityBiosecurity

E
R

yy
 A set of preventive measures designed to A set of preventive measures designed to 

reduce the risk of theft of a biological material reduce the risk of theft of a biological material 
 Goal: protect biological agents against theft Goal: protect biological agents against theft 

and malicious useand malicious useR
P
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 Common strategy  Common strategy  
 Implement graded levels of protection based Implement graded levels of protection based 

on a risk assessmenton a risk assessment
 Methods of implementation must beMethods of implementation must beO

L
 Methods of implementation must be Methods of implementation must be 

carefully consideredcarefully considered
 Biosecurity and biosafety should be integrated Biosecurity and biosafety should be integrated 

systems that avoid compromising necessary systems that avoid compromising necessary 
infectious disease research and diagnosticsinfectious disease research and diagnostics
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infectious disease research and diagnosticsinfectious disease research and diagnostics

Yersinia pestis
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RiskRisk

I
N  Is a function of the likelihood an adverse event will Is a function of the likelihood an adverse event will N
T

occuroccur
 Laboratory work with pathogens will always involve Laboratory work with pathogens will always involve 

some level of safety and security risk some level of safety and security risk 

E
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 Distinguish between “acceptable” and “unacceptable” Distinguish between “acceptable” and “unacceptable” 
risksrisks

 Cannot protect against every conceivable accident or Cannot protect against every conceivable accident or 
adverse eventadverse eventR
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adverse eventadverse event

 Resources for risk mitigation are not infiniteResources for risk mitigation are not infinite
ffffO

L
 Existing resources should be uExisting resources should be used efficientlysed efficiently

20082009



Laboratory Biosafety and Biosecurity Laboratory Biosafety and Biosecurity 
Based on Risk AssessmentBased on Risk Assessment
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 Safety and security in a biological environment will never be perfectSafety and security in a biological environment will never be perfect
 Most biological agents can be isolated from natural sourcesMost biological agents can be isolated from natural sourcesN

T
 Most biological agents can be isolated from natural sourcesMost biological agents can be isolated from natural sources
 Critical not to compromise legitimate bioscience operationsCritical not to compromise legitimate bioscience operations
 Management must distinguish between “acceptable” and Management must distinguish between “acceptable” and 

“unacceptable” risks“unacceptable” risksE
R

unacceptable  risksunacceptable  risks
 Ensure that protection for an agent, and the cost, is proportional to the Ensure that protection for an agent, and the cost, is proportional to the 

risk of accidental release/exposure or theft and misuse of that materialrisk of accidental release/exposure or theft and misuse of that material2009
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 Protect against 
unacceptable risk 
scenariosy
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Risk Assessment: Integrated Risk Assessment: Integrated 
Biosafety and BiosecurityBiosafety and Biosecurity
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Biosafety Risk AssessmentBiosafety Risk Assessment
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 Assess the biological materialAssess the biological material
 ContagiousContagious
 Routes of exposureRoutes of exposure
 Host rangeHost rangeN

T
 Host rangeHost range

 Affects multiple species Affects multiple species 
 Type of materialType of material

 Environmental or diagnostic specimenEnvironmental or diagnostic specimen
 Pure culturePure culture
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 Assess what is being done with the material in the Assess what is being done with the material in the 
laboratorylaboratory
 DiagnosticsDiagnostics
 Procedures that may generate an aerosolProcedures that may generate an aerosolR

P
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 Consider personal protectionConsider personal protection

 RespiratorsRespirators
 GlovesGloves

 Law Enforcement should understand similarLaw Enforcement should understand similarO
L

 Law Enforcement should understand similar Law Enforcement should understand similar 
concepts when handling potentially contaminated concepts when handling potentially contaminated 
crime scenescrime scenes
 Contaminated evidenceContaminated evidence
 Collection procedures that generate aerosolsCollection procedures that generate aerosols
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 Personnel protective equipmentPersonnel protective equipment
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Biosafety: Personal Protective Equipment (PPE)Biosafety: Personal Protective Equipment (PPE)
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 PurposePurpose
 Provides a barrier to prevent Provides a barrier to prevent 

exposure to infectious agentsexposure to infectious agentsN
T

exposure to infectious agentsexposure to infectious agents
 TypesTypes

 GlovesGloves
 FootwearFootwear
 Lab coatsLab coatsE

R

 Lab coatsLab coats
 Eye and face protectionEye and face protection
 RespiratorRespirator

 LimitationsLimitations
 Does not eliminate the hazardDoes not eliminate the hazardR

P
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 Does not eliminate the hazardDoes not eliminate the hazard
 Integrity decreases with use Integrity decreases with use 
 Not all protective equipment is Not all protective equipment is 

created equalcreated equal
 Select the right equipment forSelect the right equipment forO

L
 Select the right equipment for Select the right equipment for 

the task at handthe task at hand
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Biosecurity Risk AssessmentBiosecurity Risk Assessment
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 Evaluate assetsEvaluate assets
 Biological agentsBiological agentsN

T
 InformationInformation

 Evaluate lab activityEvaluate lab activity
 Increasing environmental stabilityIncreasing environmental stability
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R

 Evaluate threat environmentEvaluate threat environment
 Criminal activityCriminal activity
 Extremist activityExtremist activity

T i t ti itT i t ti it
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 Terrorist activityTerrorist activity

O
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Components of BiosecurityComponents of Biosecurity
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Physical SecurityPhysical Security
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 Physical StructurePhysical Structure
 Property Protection AreasProperty Protection Areas

 Low risk assetsLow risk assets
Li it d ALi it d A Exclusion Area

Property Protection Area

Limited Area

N
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 Limited AreasLimited Areas
 Medium risk assetsMedium risk assets

 Offices containing sensitive Offices containing sensitive 
informationinformation

 Hallways surrounding ExclusionHallways surrounding Exclusion

Exclusion Area
Target 

Enclosure

Target

E
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 Hallways surrounding Exclusion Hallways surrounding Exclusion 
AreasAreas

 Exclusion AreasExclusion Areas
 High or Extreme Risk assetsHigh or Extreme Risk assets

 Computer network hubsComputer network hubsR
P
O

 Computer network hubs Computer network hubs 
 Electronic security system hubsElectronic security system hubs

 Access ControlAccess Control
 Only authorized individuals are allowed Only authorized individuals are allowed 

accessaccessO
L

accessaccess
 Implement stricter controls as you Implement stricter controls as you 

approach highest risk assetsapproach highest risk assets
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Personnel SecurityPersonnel Security

I
N

 Personnel ScreeningPersonnel Screening
 PrePre--employmentemployment
 Review and verify personal informationReview and verify personal informationN

T
 Review and verify personal informationReview and verify personal information

 Work ethicWork ethic

 Comprehensive background investigationsComprehensive background investigations
 Criminal historyCriminal history

E
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 BadgesBadges
 Access can be limited to specific areasAccess can be limited to specific areas

 Visitor ControlVisitor Control
Equipment repair/maintenance personnelEquipment repair/maintenance personnelR
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 Equipment repair/maintenance personnelEquipment repair/maintenance personnel
 Employee familiesEmployee families

 TrainingTraining

003

Building

ABC Organization
ABC Site
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Building
Badge
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Material Control and AccountabilityMaterial Control and Accountability
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 Maintain control of biological materialMaintain control of biological material
 During experimentationDuring experimentation
 During shipmentDuring shipment

Doc mentationDoc mentationN
T

 DocumentationDocumentation
 Biological agent name and descriptionBiological agent name and description
 QuantityQuantity

 Based on containers NOT the number of organismsBased on containers NOT the number of organisms

E
R
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 Location of use and storageLocation of use and storage

 Control:Control:
 PhysicalPhysicalR

P
O

 Lock and key Lock and key 

 AdministrativeAdministrative
 Personnel, information, and transfer securityPersonnel, information, and transfer security
 RecordkeepingRecordkeepingO

L
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 Tracking during shipmentTracking during shipment
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Information SecurityInformation Security
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 Protect information that is too sensitive for public distributionProtect information that is too sensitive for public distribution
 Label information as appropriateLabel information as appropriate
 Limit distribution to individuals with the “need to know”Limit distribution to individuals with the “need to know”N

T
 Restrict methods of communicationRestrict methods of communication
 Implement network and computer security Implement network and computer security 

 Types of sensitive information:Types of sensitive information:
Bi l i l t i f tiBi l i l t i f tiE
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 Biological agent informationBiological agent information
 Experimental procedures and dataExperimental procedures and data
 Security access informationSecurity access information
 Security system designSecurity system designR
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 Security system designSecurity system design
 Personnel recordsPersonnel records
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L
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Transportation SecurityTransportation Security
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 Control of biological material during Control of biological material during 
transportationtransportationN

T
 Within a facilityWithin a facility
 Between facilitiesBetween facilities

 DomesticallyDomestically
 InternationallyInternationally
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 InternationallyInternationally

 Packaging is importantPackaging is important
 International shipments of certain materials International shipments of certain materials 

require specific packagingrequire specific packagingR
P
O

 Independent carriers may be involvedIndependent carriers may be involved
 Reputable carriers should be usedReputable carriers should be used

 Verify receipt of shipmentVerify receipt of shipment

O
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 International shipments of infectious materials International shipments of infectious materials 
(dangerous goods) must follow international (dangerous goods) must follow international 
regulationsregulations
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Shipment TrackingShipment Tracking

I
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 “Paper trail” of bacterial agent transport and delivery “Paper trail” of bacterial agent transport and delivery 
 Keep a running record of each individual who has possession of the Keep a running record of each individual who has possession of the 

biological agent during shipmentbiological agent during shipmentN
T  Confirm receipt at destinationConfirm receipt at destination
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 Documentation should include:Documentation should include:
 Description of biological agent being shippedDescription of biological agent being shipped
 Contact information for a responsible personContact information for a responsible person
 Record of any individual who assumes custody on behalf of someone elseRecord of any individual who assumes custody on behalf of someone elseR
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 Record of any individual who assumes custody on behalf of someone elseRecord of any individual who assumes custody on behalf of someone else
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Potential Role of Law EnforcementPotential Role of Law Enforcement
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 Physical Security and Access ControlPhysical Security and Access Control
 Attempted unauthorized accessAttempted unauthorized access
 Suspicious person Suspicious person 

Theft of keysTheft of keysN
T

 Theft of keysTheft of keys
 Attempted subversion of the security systemAttempted subversion of the security system
 Security breachSecurity breach

 Personnel SecurityPersonnel Security

E
R
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 Background investigationBackground investigation
 Fraudulent application information or credentialsFraudulent application information or credentials

 Transportation SecurityTransportation Security
Package theftPackage theftR

P
O

 Package theftPackage theft
 Theft of carrier vehicleTheft of carrier vehicle

 Information SecurityInformation Security
 Theft or loss of informationTheft or loss of informationO

L
 Laboratory notebook Laboratory notebook 
 Experimental procedures or dataExperimental procedures or data
 Security access codesSecurity access codes
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Potential Role of Law Enforcement Potential Role of Law Enforcement 
( ti d)( ti d)I
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(continued)(continued)

 Material Control and AccountabilityMaterial Control and AccountabilityN
T

 Investigate theft or lossInvestigate theft or loss
 biological agents, equipment, informationbiological agents, equipment, information

 Investigate potential compromise of security systemInvestigate potential compromise of security system

E
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 Information SecurityInformation Security
 Compromise of informationCompromise of information
 Theft Theft R
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 Suspicious requests for informationSuspicious requests for information

 Additional  Additional  
 Assess the threat environmentAssess the threat environmentO

L

Assess the threat environmentAssess the threat environment
 Local and regional criminal activityLocal and regional criminal activity
 Local and regional terrorist activityLocal and regional terrorist activity
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