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 Give you a basis from which to be able to do aGive you a basis from which to be able to do aE
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 Give you a basis from which to be able to do a Give you a basis from which to be able to do a 
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 Give you a basis from which to be able to do a Give you a basis from which to be able to do a 
risk assessmentrisk assessment

 Assist you in understanding all the influencingAssist you in understanding all the influencingO
L

Assist you in understanding all the influencing Assist you in understanding all the influencing 
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 Be able to identify potential indicatorsBe able to identify potential indicators
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IntentionIntention
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 What is their target?What is their target?
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 How will they do it?How will they do it?
 Is there any intelligence?Is there any intelligence?R
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 What do they intend to do?What do they intend to do?N
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 Do they have the materials?Do they have the materials?
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 PeoplePeople
 PremisesPremises
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 InformationInformation
 Material ControlMaterial ControlR
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 PoliciesPolicies
 ProceduresProceduresO
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 ProceduresProcedures
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 Is there any intelligence relating to target?Is there any intelligence relating to target?N
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 Is there any intelligence relating to target?Is there any intelligence relating to target?
 Has the target been struck before?Has the target been struck before?
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 Does it fit the target profile?Does it fit the target profile?
 Have similar attacks been seen elsewhere?Have similar attacks been seen elsewhere?R
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 Do they have the expertise?Do they have the expertise?N
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 Do they have the expertise?Do they have the expertise?
 Can they access material?Can they access material?
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 Is their plan plausible?Is their plan plausible?
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 Can you deal with the potential outcome?Can you deal with the potential outcome?N
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 Do you have the right infrastructure?Do you have the right infrastructure?
 Can you cope with multiple attacks?Can you cope with multiple attacks?E
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 Can you cope with multiple attacks?Can you cope with multiple attacks?
 What is the likely cost (human)?What is the likely cost (human)?
 What is the likely cost (financial)?What is the likely cost (financial)?R
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 What is the likely cost (financial)?What is the likely cost (financial)?
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ones), the potential consequences will far out ones), the potential consequences will far out 

weigh the threatweigh the threat
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 Terrorists will need to obtain materialTerrorists will need to obtain materialN
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 Terrorists will need expertiseTerrorists will need expertise
 Terrorists will normally test weaponsTerrorists will normally test weaponsR
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Availability of Biological MaterialAvailability of Biological Material
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materialmaterialN
T

material.material.
 Kitchen chemistryKitchen chemistry--simple development such as simple development such as 

Ricin and AbrinRicin and Abrin
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 A LaboratoryA Laboratory--gain access by stealth rather than gain access by stealth rather than 
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 A Culture Collection A Culture Collection –– would need provable would need provable 
address and reliability?address and reliability?
Purchase of strands of DNAPurchase of strands of DNA requires advancedrequires advancedO
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 Purchase of strands of DNA Purchase of strands of DNA –– requires advanced requires advanced 

technology at the moment but what about the technology at the moment but what about the 
future?future?
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 Common methods of fraudCommon methods of fraudN
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 Common methods of fraudCommon methods of fraud
 Forged documentsForged documents
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 Forged credit cards/cheques etcForged credit cards/cheques etc
 Legitimate business?Legitimate business?R
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 Funding from central organisationFunding from central organisation
 Funding from individualFunding from individualO
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 Funding from individualFunding from individual
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 InternetInternet
 Simple procedures Simple procedures –– Ricin/Abrin etcRicin/Abrin etc
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 Theft of prepared materialTheft of prepared material
 Train a specific person through education Train a specific person through education R
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 Radicalised scientistRadicalised scientistO
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 Radicalised scientistRadicalised scientist
 Pressurised scientistPressurised scientist
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Testing WeaponsTesting Weapons
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 Previous operations have shown that thisPrevious operations have shown that thisN
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 Previous operations have shown that this Previous operations have shown that this 
is common with explosivesis common with explosives
Small outbreakSmall outbreak does this indicate adoes this indicate aE
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 Small outbreak Small outbreak –– does this indicate a does this indicate a 

bigger one on the way?bigger one on the way?
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 Monitoring of hospitals and local health Monitoring of hospitals and local health 
centres.centres.
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Hostile ReconnaissanceHostile Reconnaissance
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 This is almost always done prior to an This is almost always done prior to an 
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 Raise scientific awarenessRaise scientific awarenessR
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 Provide a point of contact for reportingProvide a point of contact for reporting
 Encourage reportingEncourage reportingO
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