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Risk = F (Likelihood, Consequence)



Risk Assessment Principles

• Ideally the risk assessment is conducted with a standardized, 
systematic methodology
• Results repeatable, comparable

• Define the problem
• The problem should drive the choice of method for the assessment
• The risk assessment method should be as simple as possible

• Elaborate when needed 
• Those conducting risk assessments should be explicit about 

uncertainties
• Risk assessment methods can incorporate one or more 

approaches



Risk Analysis Process



Risk Appraisal: Risk Assessment

• Purpose: understand uncertain but possible consequences 
associated with specific hazards and their potential; scientific 
assessment of risk 

• Goal: estimation of the risk in terms of a probability distribution of 
the modeled consequences

• Components: 
• Hazard identification and estimation
• Assessment of exposure and/or vulnerability
• Estimate of risk based on hazards and exposure/vulnerability assessment
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Identification – establishing cause-effect link
Estimation – determining strength of cause-effect link

In general there are five methods for calculating probabilities:
• Collection of statistical data relating to the performance of a risk source in the past (actuarial
extrapolation);
• Collection of statistical data relating to components of a hazardous agent or technology. This method
requires a synthesis of probability judgements from component failure to system performance
(probabilistic risk assessments, PRA);
• Epidemiological or experimental studies which are aimed at finding statistically significant correlations
between an exposure of a hazardous agent and an adverse effect in a defined population sample
(probabilistic modelling);
• Experts’, or decision makers’ best estimates of probabilities, in particular for events where only
insufficient statistical data is available (normally employing Bayesian statistical tools);




Risk Appraisal: Concern Assessment

• Considers social and economic implications of the risks, including
• Stakeholders’ concerns and questions
• Financial and legal implications
• Secondary social and economic consequences

• Examples
• The community concerns associated with working on a hemorrhagic fever 

virus
• The use of an armed guard at the front of a building
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survey methods, focus groups, econometric analysis, macro-economic modelling, or structured hearings with stakeholders may be used.

The easier and faster a risk is recognised, the more conscious individuals are of it and the greater is
the chance of its probability being overestimated. If, for example, an individual has known someone
who died after being struck by lightning, that individual will perceive the risk of being struck by
lightning as being particularly large (availability bias).
• The more a risk provokes associations with known events, the more likely its probability will be
overestimated. This is why, for example, the use of the term ‘incinerating’ in waste disposal facilities
readily evokes an association with harmful chemicals, especially dioxins and furans, even if there is no
way that they could be released into the environment by the facilities concerned (anchoring effect).
• The more constant and similar the losses from risk sources, the more likely the impact of average
losses will be underestimated. While road traffic accidents are not deemed acceptable, they are more
or less passively accepted. If the average annual number of road deaths in a given country were to
occur at one point in time instead of being spread out over the year, then a considerably greater level
of rejection could be expected. Thus, people are not indifferent as regards the distribution of risks
over time: they prefer even loss distribution over individual disasters (Kahneman and Tversky 1979).
• The greater the uncertainty of loss expectation, the more likely the average loss assessment will be in
the region of the median of all known loss expectations. In this way, loss expectations in objectively low
risks are often overestimated while objectively high risks are often underestimated (assessment bias).



Risk Appraisal Discussion

• Discussion: Current risk assessment methods used for biorisks
• How are hazards identified and estimated?
• How are exposures and vulnerabilities assessed?
• How are the likelihood and severity of consequences determined?

• Discussion: Biorisks and concern assessment
• What is the public familiarity and experience with the hazards?
• What do they understand about the nature of the hazard and its potential 

impacts?
• What are the public perceptions of fear and dread for the biorisks?
• What is the public’s perception of institutional control to manage the risks?
• How much does the public trust the risk managers?



• Evidence-based

Risk Characterization 
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Risk profile
Judgment of seriousness
Risk reduction options

estimates of risks, descriptions of remaining uncertainties and potential outcome
scenarios including the social and economic implications, suggestions for safety factors to include intertarget
variation, assurance of compatibility with legal prescriptions, risk-risk comparisons, risk-risk
trade-offs, identification of discrepancies between risk assessment and risk perceptions as well as of
potential equity violations, and suggestions for reasonable standards to meet legal requirements



• Value-based
• What is acceptable, tolerable, and intolerable?

Risk Evaluation 
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• Intolerable situation: this means that either the risk source (such as a technology or a chemical)
needs to be abandoned or replaced or, in cases where that is not possible (for example natural
hazards), vulnerabilities need to be reduced and exposure restricted.
• Tolerable situation: this means that the risks need to be reduced or handled in some other way within
the limits of reasonable resource investments (ALARP, including best practice). This can be done by
private actors (such as corporate risk managers) or public actors (such as regulatory agencies) or
both (public-private partnerships).
• Acceptable situation: this means that the risks are so small – perhaps even regarded as negligible –
that any risk reduction effort is unnecessary. However, risk sharing via insurances and/or further risk
reduction on a voluntary basis present options for action which can be worthwhile pursuing even in
the case of an acceptable risk.

Risk evaluation broadens the picture to include pre-risk aspects such as choice of
technology, social need for the specific risk agent (substitution possible?), risk-benefit balances,
political priorities, potential for conflict resolution and social mobilisation potential. to arrive at a judgement on tolerability and acceptability based on balancing pros and cons,
testing potential impacts on quality of life, discussing different development options for the economy
and society and weighing the competing arguments and evidence claims in a balanced manner



Communication

• Two main audiences:
• Those who are central to risk analysis
• Others outside the risk analysis

• Four functions: 
• Education and enlightenment
• Risk training and inducement of behavioral changes
• Creation of confidence in institutions responsible for the assessment and 

management of risk
• Involvement in risk-related decisions and conflict resolution

• Strategy for risk management and communication related to type 
of risk:
• Simple, complexity, uncertainty, ambiguity
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Communication needs to address:�explain the concept of probability and stochastic effects;
• explain the difference between risk and hazard;
• deal with stigmatised risk agents or highly dreadful consequences (such as nuclear waste or
cancer);
• cope with long-term effects;
• provide an understanding of synergistic effects with other lifestyle factors;
• address the problem of remaining uncertainties and ambiguities;
• cope with the diversity of stakeholders and parties in the risk appraisal and management phase;
• cope with inter-cultural differences within pluralist societies and between different nations and cultures.



BioRisk Assessments
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Why Risk Assessment?

• Laboratory Biosafety
• A set of preventive measures designed to reduce 

the risk of accidental exposure to or release of a 

biological agent

• Laboratory Biosecurity
• A set of preventive measures designed to reduce 

the risk of intentional removal (theft) and misuse of a 
biological agent – intent to cause harm

• Identification of preventive measures is 
determined by the RISK ASSESSMENT



Discussion

• What are the primary reasons/drivers for implementing biosafety 
and biosecurity?
• How do these drivers impact the risk appraisal?  Are they part of the risk 

assessment or the concern assessment or both?

• Whose role is it to conduct a risk assessment?

• Whose role is it to evaluate the risk?

• Define the problem; what is the goal of a biosafety or biosecurity 
risk assessment?



Laboratory Biosafety



Laboratory Biosafety Risk

Risk = F (Likelihood, Consequence)
• Likelihood

• The likelihood of infection by the agent and the likelihood of exposure 
through an infectious route based on the procedures and work practices

• Consequences
• Of disease from accidental exposure

• Risks 
• To laboratory workers

• Researchers
• Animal care workers
• Technicians
• Engineers

• Risk of accidental exposure to community
• Risk of accidental exposure to animal community
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Likelihood of infection

• Routes of infection of the agent (and infectious dose via that route)
• Inhalation
• Ingestion
• Contact
• Percutaneous
• Vector-Borne

• Stability of the agent

• Infection mitigation measures (existence of prophylaxis)



• Potential of inhalation exposure to laboratory workers and to the 
community 

• Procedures
• Mitigation measures

• Potential of ingestion exposure to laboratory workers and to the 
community 

• Procedures
• Mitigation measures

• Potential of percutaneous exposure to laboratory workers and to the 
community 

• Procedures
• Mitigation measures

• Potential of contact exposure to laboratory workers and to the community 
• Procedures
• Mitigation measures

Likelihood of exposure 
(based on the routes of infection)



• Agent properties

• Morbidity

• Mortality

• Consequence mitigation measures

• Potential for secondary transmission
• Communicability (host to host)
• Transmissibility (route of infection between hosts)

Consequence of disease



Example Laboratory Worker Biosafety Risk
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Discussion

• What factors should be considered when assessing the risk to the 
human and animal community?

• What factors should be considered when looking at the risk of 
secondary exposure?

• How should the concern assessment be reflected in the technical 
risk assessment?  

• How should the biosafety risks be evaluated? 
• Likelihood and consequences equally?



Laboratory Biosecurity



Laboratory Biosecurity Risks 
for Dangerous Pathogens

Risk = F (Likelihood, Consequence)

• Likelihood
• The likelihood of theft from a facility and the likelihood an agent can be 

used as a weapon
• Consequences

• Of a bioattack with the agent

• Risks 
• Persons in area of attack
• Persons in larger community from secondary exposure
• Animals in area of attack
• Animal in larger community from secondary exposure
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Biosecurity Risk Assessment

1. Characterize biological agents and threats
a. Evaluate pathogens and toxins at a facility (Asset Assessment)
b. Evaluate adversaries who might attempt to steal those pathogens or toxins (Threat 

Assessment)

2. Characterize the facility
a. Evaluate the likelihood the facility will be targeted
b. Evaluate the likelihood of a successful theft (Vulnerability Assessment)

3. Characterize the risk
a. Evaluate the overall likelihood and consequences of each scenario
b. Determine acceptable and unacceptable risks; develop risk statement

Presenter
Presentation Notes
Now in Biosecurity risk assessments, the process is similar, although the focus is somewhat different.

You still have to evaluate agents, but you must do so from the point of view of adversaries.  You’ll still need to go through scenarios and do final characterization of the risk.





Characterize the Biological Agents

• Agents potential as a biological weapon
• Biological Agent Properties

• Transmissibility
• Stability
• Awareness of agent’s BW potential

• Production and dissemination

• Consequences of a bioattack with agent
• Disease consequences
• Socioeconomic consequences
• Secondary exposure consequences

Presenter
Presentation Notes
While characterizing biological agents for Biosecurity Risk Assessments, you have to do so from the point of view of the adversary.

What would an adversary find attractive about a particular agent?

RUN THROUGH SLIDE





Characterize the Adversaries

• Adversary Classes
• Should be defined in design basis threat

• Terrorist
• Extremist
• Criminal

• Insiders 
• Authorized access to the facility, dangerous pathogens, and/or restricted 

information
• Distinguish Insiders by level of authorized access

• Site
• Building
• Asset

• Outsiders
• No authorized access

Presenter
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And of course, we have to think about our potential adversaries.

How do we characterize them?  By their motives:  

Terrorists – seeking to cause indiscriminate harm for ideological reasons
Extremists – seeking to cause focused harm for ideological reasons
Criminals – no ideology, seeking to cause focused harm, such as murders and blackmail

OR, by their access to your facility
	1) Insiders
	2) Outsiders





Characterize the Facility

• Identify “specific adversaries”
• Operational Means 
• Opportunity

• Identify “specific assets”
• Uniqueness of asset at facility
• Location of asset
• State of asset (e.g. in long-term storage, in active research, type of 

research, quantity, …)



Example Human Biosecurity Risk
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Discussion

• What factors should be considered when assessing the risk to the 
human and animal community?

• What factors should be considered when looking at the risk of 
secondary exposure?

• How should the concern assessment be reflected in the technical 
risk assessment?  

• How should the biosecurity risks be evaluated? 
• Likelihood and consequences equally?



Conclusions

• A systematic, standardized biological risk assessment process 
enables:
• The analysis of the risk to identify driving factors and allow better realization 

of mitigation measures
• Enables better communication of risk

• Help to define what is acceptable risk

• Biorisk can be strengthened by standard risk governance 
approaches

• Risk assessment and risk decision are the critical foundations for 
the design of a laboratory biosafety and biosecurity program
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