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1@’ What is Program Management?
e

A laboratory program which seeks to effectively and efficiently manage an
institution’s laboratory biorisks

Effective program management is central to the success of implementing
biosafety and biosecurity in any laboratory!

Laboratory biorisk management programs need.:
* Resources
» |nstitutional guidelines and operating procedures

e Training
e Oversight
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1@1 Class Obijectives

—<—
Stress the importance of Program Management in a laboratory

Describe specific laboratory roles and responsibilities

Describe the “Plan-Do-Check-Act” approach
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| Common Concerns with Implementing
‘@ Program Management

e
 How do you allocate scarce resources?
 What do you address in operating procedures?
* Which training is required and for whom?

 What level of oversight is appropriate?

It Depends on the Risk Assessment!!

<@ International



q@y Program Management Roles and Responsibilities

—‘_
Numerous stakeholders in program management

All should:

Ensure each component of biosafety and biosecurity are implemented and
function optimally

* Thoroughly understand and implement the risk assessment process

» Decide which risks should be mitigated, and allocate resources accordingly

» Clearly delineate the roles and responsibilities of laboratory personnel
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Director
Establish program objectives
Provide resources
Assume ultimate responsibility

\
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Program Management Roles and Responsibilities

X

1
e )
On-Site Guard Force

Restrict access
Monitor and assess alarms
Incident response
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4 )

Biosecurity/Biosafety
Officer

y N

Implement policies
Conducts/participates

in all assessments
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Personnel Managemen
Background checks
Badging
Visitor processing
Training

Occupational Health
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4 )

Information Security

Oversees computer security
Implements info-security policies
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Document Control

Manages regulatory compliance

\

Controls all documents

v

|
4 )
Laboratory Managers

Implements operational programs
Provides resources for training
Monitors lab policies and programs

)
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4 )
Laboratory Staff

Understand and comply with all
biosafety/security
policies and procedures
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1@1 Class Discussion

s

What is the most important factor/s hindering successful implementation
of program management in your country? In your laboratory?

How does management in your laboratory implement operational training
and education?
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1@ Biorisk Management Systems Approach

L X[

Need a cohesive framework for implementing a program to control
biorisks

Example management systems commonly used in labs
e [|SO 9001:2000 — a quality management system
* |SO 14001:2004 — an environmental management system
« OHSAS 18001:2007 — an occupational health &safety management system
e CWA 15793:2008 — laboratory biorisk management system
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European Committee for Standardization ‘ BIOLOGICAL THREAT REDUCTION
‘ Comité Européen de Mormalisation
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1@1 Laboratory Biorisk Management Standard

e

- Based on international best practices
« World Health Organization — Laboratory Biosafety Manual, 3™ edition

« WHO/FAO/QOIE joint guidance — Biorisk Management: Laboratory
Biosecurity Guidance, 2006

- Developed by consensus, initiated by leading professional organizations
* European Biological Safety Association
* American Biological Safety Association A
» Asia Pacific Biosafety Association :
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Europiisches Komitee fiir NMormung




1@ Biorisk Management Systems Approach

e

All rely on a “Plan-Do-Check-Act” approach with the goal of continuous
improvement

Plan

* Planning, including identification of hazards and risks and establishing
program goals

Do

* Implementing, including training and operational issues
Check

e Checking, including monitoring and corrective action
Act

* Reviewing, including process innovation and acting to make needed
changes to the management system.
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q@? Plan

e
Define specific Biorisk Program objectives
Ensure compliance with all national and international requirements
Effectively allocate limited resources to address highest risks first
Perform arisk assessment

Make risk mitigation decisions
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s
Determine roles and responsibilities
« Biorisk manager
« Scientific manager
» Biorisk management committee

e Top management

Do

&
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"It's worse than it looks.
That's the Safety Inspector.”
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q@’ Do

e

Provide standard training
e Although this is NOT sufficient

*  Provide personnel knowledge and skills

« Implement training initiatives

* Implement risk mitigation measures

«  Perform Facility maintenance
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q@? Check

e

Biorisk management program must be documented

Documents need to be reviewed and updated at regular intervals, and after
any incidents

Regular audits are vital tools to assess program effectiveness, and
evaluate opportunities for improvement
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4@1 Act

e

Biorisk management program should be regularly reviewed and updated

Review information should include

Audit results

Work activities

Status of risk assessment activities

Status of preventative and corrective actions
Follow-up actions from previous management reviews
Results of incident investigations

Changes that could impact program

Review should lead to decisions and actions to improve
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N summary

e

Program management is an overarching component
of both biosafety and biosecurity programs!

Ensures success of the programs by S s gy e

e Planning el

« Staffing YD
 Funding L e
« Training I o

Should address every element
of the biorisk program

Brucella melitensis
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