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Risk = #(Likelihood, Conseguence)
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1@’ Risk Assessment Principles

L X[

Ideally the risk assessment is conducted with a standardized,
systematic methodology

» Results repeatable, comparable
Define the problem
The problem should drive the choice of method for the assessment
The risk assessment method should be as simple as possible

« Elaborate when needed

Those conducting risk assessments should be explicit about
uncertainties

Risk assessment methods can incorporate one or more
approaches
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Risk Analysis Process

Deciding Understanding

Pre-Assessment

\

Commumication Appraisal

Charactensaton
and Evaluation
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1@1 Risk Appraisal: Risk Assessment

s

Purpose: understand uncertain but possible consequences
associated with specific hazards and their potential; scientific
assessment of risk

Goal: estimation of the risk in terms of a probability distribution of
the modeled consequences

Components:
» Hazard identification and estimation
» Assessment of exposure and/or vulnerability
» Estimate of risk based on hazards and exposure/vulnerability assessment

<@ International
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1@’ Risk Appraisal: Concern Assessment

—‘_
Considers social and economic implications of the risks, including
o Stakeholders’ concerns and guestions

» Financial and legal implications
e Secondary social and economic consequences

Examples

 The community concerns associated with working on a hemorrhagic fever
Vvirus

 The use of an armed guard at the front of a building

<@ International
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1@ Risk Appraisal Discussion

e

Discussion: Current risk assessment methods used for biorisks
 How are hazards identified and estimated?
 How are exposures and vulnerabilities assessed?
 How are the likelihood and severity of consequences determined?

Discussion: Biorisks and concern assessment
 What is the public familiarity and experience with the hazards?

 What do they understand about the nature of the hazard and its potential
Impacts?

* What are the public perceptions of fear and dread for the biorisks?

 What is the public’'s perception of institutional control to manage the risks?
 How much does the public trust the risk managers?
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Risk Characterization
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Risk Evaluation

e ¢
+ Value-based
 What is acceptable, tolerable, and intolerable?
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q@’ Communication

-‘_
Two main audiences:
 Those who are central to risk analysis

e Others outside the risk analysis

Four functions:
e Education and enlightenment
e Risk training and inducement of behavioral changes

» Creation of confidence in institutions responsible for the assessment and
management of risk

* |nvolvement in risk-related decisions and conflict resolution

Strategy for risk management and communication related to type
of risk:

« Simple, complexity, uncertainty, ambiguity

<@ International
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BioRIsk Assessments
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1@1 Questions to think about

s

What are the primary reasons/drivers for implementing biosafety
and biosecurity?

 How do these drivers impact the risk appraisal? Are they part of the risk
assessment or the concern assessment or both?

Whose roleis it to conduct arisk assessment?
Whose roleis it to evaluate the risk?

Define the problem; what is the goal of a biosafety or biosecurity
risk assessment?
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aboratory Biosafety
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Laboratory Biosafety Risk ~BDR0D

<

e

Risk = A(Likelihood, Consequence)

Likelihood

« The likelihood of infection by the agent and the likelihood of exposure
through an infectious route based on the procedures and work practices

Consequences
« Of disease from accidental exposure

Risks

« To laboratory workers
Researchers
Animal care workers
Technicians

Engineers
 Risk of accidental exposure to community

« Risk of accidental exposure to animal community < .
<@ International
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,@j Likelihood of infection .DORD

e
Routes of infection of the agent (and infectious dose via that route)

* |nhalation

* Ingestion

e Contact

e Percutaneous
 Vector-Borne

Stability of the agent

Infection mitigation measures (existence of prophylaxis)

<@ International



LABORATORY DIRECTED RESEARCH & DEVELOPMENT

| Likelihood of exposure
Y '

(based on the routes of infection)
s

Potential of inhalation exposure to laboratory workers and to the
community

* Procedures
« Mitigation measures

Potential of ingestion exposure to laboratory workers and to the
community

* Procedures
« Mitigation measures

Potential of percutaneous exposure to laboratory workers and to the
community

* Procedures
« Mitigation measures

Potential of contact exposure to laboratory workers and to the community

* Procedures
« Mitigation measures
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4@1 Conseguence of disease -BPRD
e
Agent properties

Morbidity
Mortality
Consequence mitigation measures

Potential for secondary transmission
e Communicability (host to host)
« Transmissibility (route of infection between hosts)
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Example Laboratory Worker Biosafety Risk

LABORATORY DIRECTED RESEARCH & DEVELOPMENT
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1@1 Questions to think about

s

What factors should be considered when assessing the risk to the
human and animal community?

What factors should be considered when looking at the risk of
secondary exposure?

How should the concern assessment be reflected in the technical
risk assessment?

How should the biosafety risks be evaluated?
» Likelihood and consequences equally?
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'@ Biosecurity Hlustrative Cases
L N/

Ft. Detrick attempt

Eric Kranz

Dr. Mitsuru Suzuki

Diane Thompson

Rajneesh Cult
Aum Shinrikyo Cult

Amerithrax perpetrator
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1@1 What is Design Basis Threat?

-<_
A DBT establishes the objectives of a facility security system

» Defines the assets to be protected
» Defines the threats to protect those assets against

A DBT is necessary to ensure that security resources are used as efficiently as
possible

e Ensures security system is designed for specific operations

Security for biocontainment facilities should be different than an airport or
bank

* Avoids blanket protection — protecting everything equally

“Protect pencils like pencils, and diamonds like diamonds”
» Keeps the security experts in their lane

Contractors will inevitably act in their own interest

Critical that the DBT be set by policy — by the institution’s owners who are
ultimately responsible for all of the institute’s operations and programs

e Only the institution’s owners can articulate the institution’s level of risk tolerance
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1@’ DBT directly affects resources and operations

e
A DBT that reflects a highly risk averse management position
e |.e. many assets must be protected from many different threats
e Security system may be very expensive to install, operate, and maintain
e Security system may significantly infringe on the institute’s operations

A DBT that reflects a highly risk tolerant management position
* |.e. few assets must be protected from few threats

e Security system may be relatively inexpensive to install, operate, and
maintain

e Security system may have little impact on the institute’s operations
e Security system may have many vulnerabilities

<@ International



1@’ Internal Pressures on DBT

-‘_
Security inevitably affects the institution’s operations

Uses resources that could otherwise be directed elsewhere

Increases the cost of operations, costs that you must be able to pass on to
your sponsors and customers

Will impact daily work of the staff — may make completing research more
difficult, more expensive

May limit who can work in the institute, and when they can work

Security inevitably affects the institution’s operations

Institution’s police
Emergency responders
Maintenance

Shipping

Procurement

Legal

<@ International



1@’ External Pressures on DBT

—‘_
What international, national, and/or local regulations specifically
apply?
« BWC/UNSCR 1540 — general call to secure materials that could be used for
developing a biological weapon

* National regulations such as the US Select Agent Rule — it defines “select
agents” as assets that must be protected, but it does not define what those
agents must be protected against (“risk assessment”)

» Are there any local regulations that must be incorporated into the DBT?

Perhaps the most important external consideration is political

» Can you defend your security posture to your sponsors, your community?
Imagine an interview with the media on this subject...
Imagine if something went wrong...can you defend yourself?

<@ International



4@1 DBT as Policy

—<—
DBT attempts to resolve all of these thorny issues

DBT should be developed by a select group of all relevant stakeholders
 Those who work in the labs: scientists, technicians, animal care givers, et al.
 Those who work in the building: operations, maintenance, management, et al.

e Those who work on the campus: administrators, Legal, et al.

DBT should become policy, signed by the highest authority possible

e That person who ultimately takes responsibility for all operations and programs at the
institute — science, safety, security, etc.

e That person who ultimately controls the resources for the institute
e That person who ultimately will be accountable if something goes wrong

DBT will be sensitive information, and should be protected accordingly

<@ International



1@1 How should the DBT be used?

e

DBT should be given to team responsible for conducting the site security
risk assessment or vulnerability assessment

Tasking should be for the security risk assessment team to evaluate the
institution against the objectives specified in the DBT

What is the relative risk of the various defined threats attacking the various defined
assets?

Does the current security system appropriately focus on the defined security
scenarios that are highest risk?

Are security resources proportionally allocated to mitigate the highest risks?
What vulnerabilities exist that need to be corrected? (unacceptable risk)
What vulnerabilities exist that do not need to be corrected? (acceptable risk)

<@ International



1@’ Following the site security risk assessment

s

The institution should use the risk assessment results to determine
whether or how the existing security system should be modified or
improved

After any necessary modifications, the institution should have a security
system that meets all the objectives of the DBT, and also prioritizes
security against the highest risk security scenarios

Then, the institution should write a laboratory biosecurity plan that reflects
the full operation of the resulting security system

The security plan should reference the site risk assessment, and the site
risk assessment should reference the DBT

e Combined, all three documents will help ensure an effective and efficient security
system, and should satisfy any external auditors

<@ International
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The easy part....

Establishing a DBT - defining assets

Define the assets that should be protected at the institution

Dangerous pathogens
Other pathogens
Specific equipment
Specific facilities
Specific information
Etc.
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<®§ Establishing a DBT - defining threats

e

The hard part...
 Little information about terrorists’ interest in biological weapons, or their
methods for acquiring them
* Few bioscience facilities have been attacked by adversaries

 Little to no information available about the targeting of bioscience facilities
e But...it happens

Define the threats that the defined assets should be protected against

* Insiders
Scientists/technicians/animal care givers
Operations and maintenance personnel/administrative personnel
Visitors
Etc.

e OQutsiders
Individuals
Animal rights groups
Terrorist groups
Etc.
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1@1 Establishing a DBT - defining scenarios

e

Last step is to combine the assets and threats into credible scenarios
that the institution’s security system should protect against

<@ International



Laboratory Biosecurity
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Laboratory Biosecurity
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< N Laboratory Biosecurity Risks bORD
@ for Dangerous Pathogens

e
Risk = A (Likelihood, Consequence)

Likelihood

 The likelihood of theft from a facility and the likelihood an agent can be
used as a weapon

Consequences
o  Of a bioattack with the agent

Risks

« Persons in area of attack

 Persons in larger community from secondary exposure
« Animals in area of attack

 Animal in larger community from secondary exposure

<@ International
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<®§ Biosecurity Risk Assessment  ..BDRD

-‘_
Characterize biological agents and threats

a. Evaluate pathogens and toxins at a facility (Asset Assessment)

b. Evaluate adversaries who might attempt to steal those pathogens or toxins (Threat
Assessment)

Characterize the facility
a. Evaluate the likelihood the facility will be targeted
b. Evaluate the likelihood of a successful theft (Vulnerability Assessment)

Characterize the risk
a. Evaluate the overall likelihood and consequences of each scenario
b. Determine acceptable and unacceptable risks; develop risk statement

<@ International




| N Characterize the Biological Agents ..BEDRD

e
Agents potential as a biological weapon

« Biological Agent Properties Chemical Synthesis of Poliovirus
ST ¢DNA: Generation of Infectious
Transmissibility

Virus in the Absence of Natural
Stability Template
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q@’ Characterize the Adversaries ..BDRD

e
Adversary Classes

» Should be defined in design basis threat
Terrorist
Extremist
Criminal

Insiders

e Authorized access to the facility, dangerous pathogens, and/or restricted
information
» Distinguish Insiders by level of authorized access
Site
Building
Asset

QOutsiders
 No authorized access

<@ International



q@y Characterize the Facility SR
e
Identify “specific adversaries”

. Operational Means
. Opportunity

Identify “specific assets”
. Uniqueness of asset at facility
. Location of asset

. State of asset (e.g. in long-term storage, in active research, type of
research, quantity, ...)

<@ International



Theft Potential

Example Human Biosecurity Risk

LABORATORY DIRECTED RESEARCH & DEVELDPMENT

@ Brucella
M Clostridium tetani
Mycobacterium bovis or tuberculosis
B Rabies
@ Rift Valley Fever

2 3 4

Consequences




1@1 Questions to think about

s

What factors should be considered when assessing the risk to the
human and animal community?

What factors should be considered when looking at the risk of
secondary exposure?

How should the concern assessment be reflected in the technical
risk assessment?

How should the biosecurity risks be evaluated?
» Likelihood and consequences equally?
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q@’ Conclusions

Y
A systematic, standardized biological risk assessment process

enables:
* The analysis of the risk to identify driving factors and allow better realization
of mitigation measures

 Enables better communication of risk
Help to define what is acceptable risk

Biorisk can be strengthened by standard risk governance
approaches

Risk assessment and risk decision are the critical foundations for
the design of a laboratory biosafety and biosecurity program
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