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s Challenges for the Development of
Preventive Solutions

® Terrorists no longer need sophisticated
processing and dissemination systems to
threaten international security

® Materials, technologies, and expertise are
distributed among thousands of
legitimate bioscience facilities worldwide

® Excessive controls on the biotechnology
industry will jeopardize critical research
without providing tangible security
benefits
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Strategies to Counter
the Bioterrorist Threat

® Biodefense

" Enhance the ability of a country to respond
to the next bioterrorist attack

" A domestic strategy designed to reduce the
consequences of bioterrorism

® Biological Weapons Nonproliferation

" Reduce therisk that bioscience and
biotechnology could be used maliciously

" An international strategy designed to
prevent the acquisition, use, and spread of
biological weapons
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Development of US Policies to Mitigate
the Bioterrorist Threat

® Recently, US policymakers have focused on biodefense

® Aims to improve the ability of the US to respond domestically to an
outbreak of infectious disease after it has occurred

®  $10 billion invested since 2001; $7 billion requested in FY05

® Biodefense activities include
" Improving diagnostics and disease surveillance
Developing detection technologies
Strengthening emergency response capabilities
Enhancing decontamination and remediation technologies
Building public and agricultural health capacities
Increasing the effectiveness and availability of vaccines and therapies

® Recently, the need to develop preventive measures has also been
raised:

"  “Preventing biological weapons attacks is by far the most cost effective
form of biodefense. Prevention requires the continuation and expansion of
current multilateral initiatives to limit the access of agents, technology, and
know-how to countries, groups, or individuals seeking to develop, produce
and use these agents.”

- Homeland Security Presidential Directive 10

Sandia
m National
Laboratories




«@'International

A Materials Approach to BWNP

® Determining which materials are of concern
" Biological agent prioritization

® Securing high risk materials for legitimate use
" Facility biosecurity
" Transport biosecurity

® Controlling and tracking high risk materials - @ *o -
" Facility biosecurity 2 - \
" Transport biosecurity
= Export controls

Sandia
National
5 Laboratories



«@'International

Biological Agent Prioritization

® Identifies high risk agents through scientific
analysis that evaluates weaponization
potential and consequences of use.
" How attractive or valuable the agent :
would be to an adversary D s

® Allows policymakers to focus on securing the
highest risk agents.

" Optimizes allocation of resources

Yersinia pestis
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Facility Biosecurity

® Secures high risk agents in facilities where
they are used and stored.

" Aims to prevent terrorists or proliferant states
from acquiring biological agents through theft

" Relies on physical security, personnel N
security, and material control & accountability

® High risk agents are housed in thousands of
legitimate facilities worldwide, and the
biotechnology industry continues to expand.

® Imperative to develop systems that balance
security, safety, and research

® Imperative to develop global biosecurity
standards for facilities
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Transport Biosecurity

® Secures high risk agents during transport prmany [
between facilities | =
" Aims to prevent terrorists or proliferant sisonsent |
states from acquiring biological agents MATERIAL
through theft
" Relies on chain of custody principles and car
end-user agreements e
COMTAINER.
SPECIMEN
® High risk agents are routinely shipped {60 320
worldwide for diagnostic and research 4
activities
= Alocal, national, and international eaaseL
concern ConTAen |

ADDRESS
LABEL

® Need to develop a common standard,
harmonize regulations for security
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Export Controls

® Controls the transfer of high risk agents and technology

= Applies to both tangible (e.g. biological agents, equipment) and
intangible (e.g. technical data) items
® Export control licenses are a process to validate the end-user and
allow for legitimate exchanges while countering proliferation

" Public health requires sharing
® Research
® Diagnosis
® Qutbreak response

" Materials and information are inherently “dual-use”

® Valuable for many legitimate, defensive, and peaceful commercial,
medical, and research applications
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J BIOLOGICAL THREAT REDUCTION

10

Mitigating the Threat through

Protection of Source Materials

In response to the anthrax attacks of 2001, the

U.S. has imposed new rules that are designed
to improve the security and agent
accountability of legitimate bioscience
research laboratories

® US Select Agent Rule

However, it is critical to secure dangerous
pathogens and toxins globally. Current
international requirements include:

" Biological Weapons Convention (BWC)

® United Nations Security Council Resolution
(UNSCR) 1540

Imperative to promote the development of
laboratory biosecurity systems and practices
that are appropriate to the needs of
international community
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The BWC and Biosecurity

® Bacteriological (Biological) and Toxin
Weapons Convention (BWC) addresses three
relevant issues.

" National Implementing Legislation
" National Pathogen Security (biosecurity)
" International Cooperation

® Recent technical experts meetings to
strengthen the BWC.

= States Parties agree to pursue national
implementation of laboratory and
transportation biosecurity (2003).
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UNSCR 1540 and Biosecurity

® Urges States to take preventative measures to mitigate the threat
of WMD proliferation by non-state actors

® UNSCR 1540 requires States to

= Establish and enforce legal barriers to acquisition of WMD by
terrorists and states

"  Submit reports to the 1540 Committee on efforts to comply

® Paragraph 3is the key provision that supports biosecurity

" “Take and enforce effective measures to establish domestic controls
to prevent the proliferation of . . . biological weapons . . .; including by
establishing appropriate controls over related materials”

® Develop and maintain appropriate effective measures to account for and
secure such items in production, use, storage or transport

® Develop and maintain appropriate effective physical protection measures
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J BIOLOGICAL THREAT REDUCTION

A Need for Global Laboratory Biosecurity

® The International Committee on the Red Cross:

= “Alarmed by the hostile uses of biotechnology
the ... ICRC appeals ...to all political and military
authorities ... to enact effective controls on
biological agents with potential for abuse”

® United Kingdom Legislation:

" “Thereis a need to ensure that terrorists do not
have access to premises, which hold substances
that may be used in a potentially devastating
manner such as pathogens dangerous to human,
plant, or animal health”

® Singapore Ministry of Health:

= *“Certain biological agents and toxins may be
used as weapons of terror and thus pose a threat
....thereis a need for a regulatory framework to
provide for proper security of such agents and
prevent possible misuse”
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Strengthening Biological
Risk Management

Vision for Integrated
BioRisk Management:

) + Increased focus on
Biosafety “awareness” to change
cument culiure
1 »  Clarify terminology
Biorisk +  Development of targeted
10T1S ) il =1
Integrated Biorisk ﬂmm} bl sinie ies
T +  Securing “commitment®
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: including governmen

. . e T officials, who must be on

Biosecurity board

+  Confinue increasing

“capacity” based on
Regional/Country needs
and establish
accountability through
development of Country
‘report cards”
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Laboratory Biosecurity Supports
Laboratory Biosafety

® Laboratory biosecurity supports the laboratory
biosafety agenda of preventing disease in
people, animals, and plants and minimizing the
risk of worker injury

2

i __LABORATORY
| BIOSAFETY MANUAL

® Safe and secure laboratories help

®  Ensure the containment of hazardous infectious
substances in laboratories

®  Maintain citizens’ confidence in the activities of
the bioscience research community

" |ncrease transparency to investors in the X |
biomedical and biotechnology industries L CRRAT B

BN ETY MWL
®  Protect valuable research and commercial
assets

® Reduce the risks of crime and bioterrorism
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Anticipated Developments

® Next edition of CDC/NIH Biosafety in Microbiological and [€F SN 4th Edition
Biomedical Laboratories will include extensive Eosaiely i SueRclomie]

and Biomedical Labaratarias

recommendations on biosecurity

® Canada’s Laboratory Biosafety Guidelines includes
biosecurity

® WHO Laboratory Biosafety Manual (Ch 9 is Laboratory
Biosecurity)

®* WHO/FAO/OIE developing joint international biosecurity
guidelines: Biorisk Management: Laboratory Biosecurity

® Organisation for Economic Co-operation and Development
(OECD) is establishing biosecurity guidelines

® Hopefully, these initiatives will
® Avoid conflicting recommendations
" Promote the concept of integrated biosafety and biosecurity

" Introduce atiered system of protection based on risk
assessment and management methodologies
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Biosecurity and Biosafety Based
on Risk Management

® Laboratory work with pathogens will always involve some level of safety
and security risk
® Most biological materials occur in nature and can be isolated from nature
® Critical not to compromise legitimate bioscience operations
® Systems should be designed to address unique situations
® Resources are not infinite; existing resources should be used efficiently
® Management must distinguish between “acceptable” and “unacceptable”

risks
" Ensure that protection and the cost is proportional to the risk
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Conclusions

® BW threat is changing and requires new approaches to mitigate

® Recommended steps include:
= BWC Implementing Legislation
® Bans development, production, and stockpiling
" National Legislation for Laboratory and Transportation Biosecurity
® Control use, storage, and transport of dangerous pathogens domestically
= Export Controls
® Control transport of dangerous pathogens and technology internationally

= Biosecurity Implementation Standards or Guidelines

® Provide assistance to those who handle, store, or transport dangerous
pathogens so that they can comply with legislation while still meeting their
biomedical and bioscience research and diagnostic duties

® Requires cooperation and coordinate of scientific and security
communities

“Infectious diseases make no distinctions among people and recognize no borders” Sandia
President George Bush, November 2001 [‘a“l}{,‘:g?(',ﬁﬁ
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