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Biosecurity System

• Biosecurity system components
Physical security 
Personnel security
Material handling and control measures
Transport security
Information security
Program management practices

• Each component implemented based on 
results of risk assessment

• In general, biosecurity for
Moderate risk focuses on the insider 
High risk focuses on both the insider and 
the outsider
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Elements of a 
Physical Security System

• Graded protection
• Access control
• Intrusion detection
• Response force
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Physical Security: 
Concentric Layers of Security

• Property Protection Areas
Low risk assets

• Grounds
• Public access offices
• Warehouses

• Limited Areas
Moderate risk assets

• Laboratories
• Sensitive or administration offices
• Hallways surrounding Exclusion Areas

• Exclusion Areas
High risk assets

• High containment laboratories
• Computer network hubs
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Physical Security: 
Property Protection Control

• Fences
Mark the boundaries of your property
Announce your intention to protect 
the property
Elicit strong statement of intent from 
intruder
Terrain features can also serve this 
purpose



6

Physical Security: 
Limited and Exclusion Area Access Control

• Access control ensures that only authorized individuals are allowed 
into certain areas

Increasingly strict controls as you move toward higher risk assets
• Limited Areas

Unique item
Controlled possession
Electronic or physical key

• Exclusion Areas
Unique item
Unique knowledge
Controlled possession
Electronic key card and keypad or biometric device

or
Controlled key and second individual to verify identity
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• Intrusion Detection
Guards
Electronic sensors

• Alarm Assessment
Validation of violation before response
Can be direct (guards) or remote (video)

• Response
On-Site Guard Force

• Supports electronic systems
• Patrols or guards perimeter and buildings
• Summons and directs local law enforcement

Local law enforcement (police) support
• Reinforces or substitutes for on-site guard force
• Memorandum of understanding 

Physical Security: 
Intrusion Detection and Response
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Physical Security: 
Example Laboratory Building

WINDOW

WINDOW

WINDOW

WINDOW

ENTRY

AUTOCLAVE

MECHANICAL 
ROOM

AIRLOCK

SHOWER

CHANGE 
ROOM

CENTRAL AREA

Limited Area

Exclusion Area
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Physical Security: 
Procedures

• Impose consequences for security violations
• Log personnel (including visitor) access to restricted areas
• Establish controls on animal and supply handling
• Enforce escort policies

Visitors
Maintenance and cleaning personnel
Delivery personnel

• Train personnel on what to do about:
Unrecognized persons
Unusual or suspicious activity
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Physical Security: 
Performance Testing and Maintenance

• Create security performance test plan and procedures
• Schedule periodic testing of hardware and policy implementation
• Schedule periodic testing of response force procedures
• Document test results
• Take corrective action

Schedule maintenance and repair of hardware
Corrective training and policy adjustments as appropriate for policy 
implementation failures
Corrective training and exercises for guard force
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Physical Security

• Moderate
Store and use pathogens (and infected 
animals) within Limited Areas  
Restrict access using controlled keys 
and secured windows 
Control visitors

• High
Store and use pathogens (and infected 
animals) within Exclusion Areas
Electronic Intrusion Detection System 
and/or guards
Controlled and authenticated key

• Something you have (key) plus something 
you know (PIN)

Restrict and control visitors
Maintain records of entry/exit

Exclusion
Area

Limited Area

Protected Area  
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Elements of a Personnel 
Security Program

• Personnel Screening 

• Badges

• Visitor Control

• Training

Presenter
Presentation Notes
Main point—determine who is an authorized individual



Personnel screening points

Review and verify personal information

Administer personality questionnaires

Conduct comprehensive background investigations 



Visitor control

Need to verify personal information ahead of time

Authorize access for a specific area and a specific time



Training: how to identify an unauthorized person in restricted areas; never hold the door for courtesy’s sake



Objective: address the insider threat

Ability to divert clandestinely



Personnel screening:

-an attempt to make sure that the individual can be entrusted with sensitive duties

-based on character traits and past conduct

-degree of scrutiny commensurate with need for unescorted access to restricted areas and/or materials



Badges:

-should be issued to those individuals authorized to be on-site

-badge return procedures-employment termination or conclusion of visit

-need to report lost or stolen badges



Visitor Controls:

-be aware of types of visitors (personal visitors, casual visitors, working visitors)

-all visitors should have a host, be escorted in restricted areas



(other components include: in-processing and out-processing, employee assistance program (could be w. appropriate resources), and security violoations)
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Personnel Security: 
Screening

• Conduct screening for authorized individuals
Degree of scrutiny commensurate with level of risk associated with 
the position

• Need for unescorted access to restricted areas
• Types of assets held in the restricted areas
• Level of authority in association with high risk materials

• Mechanisms
Verify credentials
Check references
Criminal history
In-depth background investigation

Presenter
Presentation Notes
Make a determination regarding the suitability of the individual to hold the position based on the data available from the individual’s employment application and background investigation results



Background investigation elements may include any or all of the following:

Criminal history checks

Education verification

Employment verification

Credit history

Medical records (psychological, drug, and alcohol)

Nationality verification

Military records

Driving records and license verification

International terrorism affiliations



Level 1 (most severe) issues may include:

Any evidence of dishonesty or fraud in application 

Any loss of professional licensure

Any loyalty or terrorism issue

Level 1 issues almost always make an individual unsuitable for employment.



Level 2 issues may include:

Patterns of conduct (e.g., alcoholism or drug addiction, financial irresponsibility, or criminal conduct)

Other-than-honorable military discharge

Major criminal activity (e.g., extortion, rape, manslaughter, child abuse, armed robbery, embezzlement, major drug-related offenses or perjury)

Political activity directed against the government

Level 2 issues may make an individual unsuitable if they are in high or moderate risk positions and the event is recent.



Level 3 issues may include:

Driving while intoxicated or under the influence of an illegal substance

Theft or forgery

Disorderly conduct, assault, criminal mischief, or harassment

Level 3 issues may make an individual unsuitable if they are in high or moderate risk positions, the event is recent and/or there is more than one occurrence.



Level 4 issues may include:

Minor traffic violation

Bad check

Minor disruptive conduct (e.g., trespassing, vagrancy, loitering, or disturbing the peace)

Level 4 issues are minor and usually do not impact an individual’s suitability for employment unless there are many occurrences that are recent; otherwise these events are usually indicative of a need for further investigation or clarification.
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Personnel Security: 
Visitor Controls

• Types
Personal Visitors

• Family members
Casual Visitors

• Tours, seminars
• Equipment repair technicians

Working Visitors
• Visiting researchers
• Facility maintenance personnel

• Controls
All visitors should have a host at the facility
Visitors should be escorted in restricted areas
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Personnel Security: 
Badges 

• Badge return
Upon employee termination
Daily or at the conclusion of a limited term for visitors

• Report lost or stolen badges

• Badges should be issued to those individuals authorized to be in 
restricted areas

ABC Organization
ABC Site

002

JANE DOE

VISITOR

IS:  02/25/04
EX: 02/28/04

ABC Organization
ABC Site

001

JANE DOE

Access Level

003

Building
Badge

ABC Organization
ABC Site

Presenter
Presentation Notes
Employee badges may include:

Institution identifier 

Individual’s photograph

Individual’s name

Expiration date (visible and/or encoded when badge contains electronic access control capability)

Other badge features could include:

Indication of whether the individual is authorized to access animal areas

Indication of whether the individual is an emergency responder.
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Personnel Security: 
In-Processing and Out-Processing

• In-Processing
Complete all required forms, safety training, 
security training and immunizations as 
applicable for work environment

• Out-Processing
Access changes or termination
Retrieve property
Deactivate computer and electronic access 
accounts
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Personnel Security: 
Employee Assistance Program

• Provide resources to address problems associated with a variety of 
personal issues

Marital issues
Family issues
Eldercare/childcare issues
Job conflict
Grief 
Financial issues
Legal issues
Stress
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Personnel Security: 
Security Violations

Organization ABC keeps 
large quantities of 
HMUR agents in 

Building 1, Room 123, 
Freezer A.

• Security violations should be ranked according to the effects 
upon the organization

Presenter
Presentation Notes
Examples of security violations may include:

- Providing access into a restricted area or information system to an unauthorized individual 

NOTE:  Restricted areas are those that have mechanisms for limiting access to only those individuals authorized to enter.  Authorization is granted following a favorably adjudicated background investigation, completion of required training, immunizations, etc.

- Discussing sensitive or national security information with an unauthorized individual

- Leaving an individual, who requires escort, unattended in a restricted area 

- Giving false identification to, or failing to follow the instructions of, a law enforcement officer or guard

- Tailgating (following an individual through an access control point without providing proper security credentials)
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Personnel Security

• Moderate
Background investigation

• Criminal history 
• Verifiable compliance with rules and 

regulations
Drug test 

• High
Moderate plus

• Personal and associate interviews
• Credit history
• Terrorist/extremist/criminal affiliation
• Periodically reinvestigate
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Material Control & Accountability: 
Objective

• Ensure the complete and timely knowledge of:
What materials exist
Where the materials are
Who is accountable for them

• NOT: to detect whether something is missing

Presenter
Presentation Notes
Of course, if MC&A reveals that something IS missing, fine!

	Procedures need to be in place to deal with that eventuality

	However, such a successful detection is a fringe benefit

	…MC&A is not expected to detect diversion



So what good is having that knowledge about what / where / who? What’s the purpose?

	Deterrent to insider diversion

	Nothing is done outside of the limelight—it’s all on record, not hidden from others

	Helps localize potential sources in case of suspected use

	Enables reducing threat from sabotage: can have measures to ensure that critical stocks aren’t vulnerable

	others?



For DISCUSSION…

	Is this it?

	Have we properly identified the “objectives” for MC&A?

	Historical information—what is required?

	Anything else?
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Material Control & Accountability: 
Key Issues

• What materials are subject to MC&A measures
• The operating procedures associated with the materials

where they can be stored and used
how they are identified
how inventory is maintained

• What records need to be kept for those materials and the 
timeliness requirements for those records

• What does accountability means
• Documentation and reporting requirements
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Material Control and Accountability

• Defining “material” is complicated
• Agent

Name and description
• Quantity

Based on containers or other units, NOT 
number of microbes

Presenter
Presentation Notes
Agent Issue

What do we consider HRPTs?

Viable? Whole organism or DNA?

There are many different pathogens and toxins!

USDA/ HHS regulated agents list: 82              (http://www.cdc.gov/od/sap/docs/salist.pdf)

Need to be able rapidly to accommodate new HRPTs, not yet on the list

How much of the organism is required? e.g., a virus, non-viable virus, DNA of the virus, section of DNA

Quantity Issue

Quantity of replicating organisms is not meaningful to discover something missing

No such thing as “significant quantity”, as exists in nuclear arena—often ANY amount can be significant

Significance of quantity depends on the material: e.g. quantities of toxins below a certain level may be insignificant

A threshold amount for toxins

Form Issue

Repository stocks, working samples, in host, contamination

HRPTs exist in a wide variety of forms, for example:

present in liquid solution in a laboratory container (isolate in sealed vial)

infecting a biological organism (such as a lab animal or other host, and its waste)

contaminating equipment, such as an air filter in a fume hood

spores that are airborne

   special situations: non-isolates

Detail Issue

Need to aggregate into discrete, countable units (“items”)

bulk material is continuously variable (weight, volume)

We are not counting microbes, however!

What level is adequate for MC&A—lab, workstation, vial?

Each vial as a separate inventory record? Distinguishable?

Capture Issue

When does MC&A start & stop?

Naturally-occurring materials (e.g., anthrax dug up from the dirt and grown in a Petri dish)

Clinical sample taken from a (suspected?) host or vector, suspected but not yet diagnosed

Disposition

Other Issues?

Uniformity Issue

Government/ commercial/ academic/ other owner

Question of legal scope and uniform application of MC&A measures

Future Issue:	genetic engineering, chimeras, synthetic bugs…

MC&A measures need to adapt to the changing environment

New knowledge & technology that can change the situation for biosecurity

(What if we can create DNA directly from constituent nucleic acid building blocks)



What INFORMATION about “material” is needed for control and accountability?

Attributes:		to characterize the material (“what”)

Agent /strain information, origin, date, source history, measured data, quantity, etc.

Can be qualitative or quantitative

Description:		to identify a particular item of the material (“which”)

Container / identification / location

We need to say more than just name the HRPTs

e.g., not just “monkey pox”; instead,

“vial labeled XXX of solution containing monkeypox in freezer location YYY”

Type or classification:	to assign biosecurity significance (“why”)

Not necessarily: human, animal, plant, zoonotic (overlap)

or: viruses, bacteria, rickettsia, fungi, prions…

Not all HRPTs are of equal biosecurity concern

MC&A measures are not a matter of black or white, either/or

there can be different gradations of MC&A measures
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Material Control and Accountability

• Agent
What agents are high risk?
Viable? Whole organism or DNA?

• Quantity
Any amount can be significant
A threshold amount for toxins

• Form
Repository stocks, working samples, in host, contamination

• Detail—what level is adequate for MC&A?
Material as items
Each vial as a separate inventory record?

• Capture—when does MC&A start & stop?
Naturally occurring; clinical samples; disposition

Presenter
Presentation Notes
Agent Issue

There are many different pathogens and toxins!

USDA/ HHS regulated agents list: 82              (http://www.cdc.gov/od/sap/docs/salist.pdf)

Need to be able rapidly to accommodate new HCPTs, not yet on the list

How much of the organism is required? e.g., a virus, non-viable virus, DNA of the virus, section of DNA

Quantity Issue

Quantity of replicating organisms is not meaningful to discover something missing

No such thing as “significant quantity”, as exists in nuclear arena

Depends on the material: e.g. quantities of toxins below a certain level may be insignificant

Form Issue

HCPTs exist in a wide variety of forms, for example:

present in liquid solution in a laboratory container (isolate in sealed vial)

infecting a biological organism (such as a lab animal or other host, and its waste)

contaminating equipment, such as an air filter in a fume hood

spores that are airborne

Detail Issue

Need to aggregate into discrete, countable units (“items”)

bulk material is continuously variable (weight, volume)

We are not counting microbes, however!

Capture Issue

Naturally-occurring materials (e.g., anthrax dug up from the dirt and grown in a Petri dish)

Clinical sample taken from a (suspected?) host or vector, suspected but not yet diagnosed

Uniformity Issue

Question of legal scope and uniform application of MC&A measures

Future Issue

MC&A measures need to adapt to the changing environment

New knowledge & technology that can change the situation for biosecurity

(What if we can create DNA directly from constituent nucleic acid building blocks)
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Material Control and Accountability

• Attributes: to characterize the material (“what”)
Agent / strain
Origin
Date

• Description: to identify a particular item of the material (“which”)
Container
Identification
Location

Presenter
Presentation Notes
Attributes:

Strain information, source history, measured data, quantity, etc.

Can be qualitative or quantitative

Description:

We need to say more than just name the HCPTs

e.g., not just “monkey pox”; instead,

“vial labeled XXX of solution containing monkeypox in freezer location YYY”

Type or classification:

Not necessarily: human, animal, plant, zoonotic (overlap)

or: viruses, bacteria, rickettsia, fungi, prions…

Not all HCPTs are of equal biosecurity concern

MC&A measures are not a matter of black or white, either/or

there can be different gradations of MC&A measures

It might break down by the agent (such as smallpox, anthrax)

But could also differ for a given HCPT (aerosolized anthrax spores vs. liquid solution)

Could be guided by biosafety classification: BSL-1,2,3 or 4

Nuclear analog: direct use (unirradiated, irradiated), indirect use
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• Control is either…
Engineered / Physical
Administrative

• Containment is part of material control
Containment Lab / Freezer / Ampoule

• Procedures are essential for material control
For both normal and abnormal conditions

Material Control and Accountability

Presenter
Presentation Notes
Example of engineered control:

Autoclave that requires operator to specify contents before running, and keeps a log of all operations



Example of administrative control:

Procedural requirement to work with a particular pathogen in one particular fume hood within an appropriate biosafety level



Normal conditions:

Storage

Use

Changes: creation, modification, destruction



Abnormal conditions:

Inventory discrepancies

Anomalies

Accidents
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Material Control and Accountability

• All material should have an associated “accountable person”
The person best in a position to answer questions about the 
associated material
Not someone to blame!
Ensure that no material is “orphaned”

Presenter
Presentation Notes
Accountable person assigned by management

Could be a system with different levels:

Person accountable for a laboratory,

Person accountable for a project, etc.

“Accountable Person”:

The person best in a position to answer questions about the associated material

Not someone to blame!

Ensure that no material is “orphaned”



Procedures

Experimental work: laboratory procedures

Inventory: establish and maintain

Reporting: document routine MC&A practices

Audit/ assessment: is this working, and effective?

Training: personnel understand requirements



INVENTORY

Physical Inventory

The actual state of the material inventory

Based upon an inventory taking

Performed periodically

Book Inventory

What we think is the material inventory

Based upon our information record

Maintained continuously

Need to compare the book inventory with the physical inventory and reconcile any discrepancies

Book inventory now an issue for information security:

Who needs to know?	Who needs to know what?

Audit/ assessment ensures effective implementation of MC&A



For DISCUSSION…		Issues

Timeliness

How soon do information records need to be updated?

Abstraction

How to combine information and remove details at higher levels of organization?

Authorization

To write information

To read information

Retention

How long is the information kept, even after the material itself has been disposed of?

At what level of detail?

Audit

How often?

By whom?



Not only is it important to have answers to these questions…

also critical to have reasonable and justifiable criteria for determining the answers

- such criteria are perhaps what is most relevant to include in the Implementation Guidelines (LBIG)
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Material Control and Accountability

• Procedures should ensure accountability
Experimental work: laboratory procedures
Inventory: know what you have
Reporting: document routine MC&A practices
Audit/ assessment: is this working?

• Ensures effective implementation of MC&A
Training: personnel understand requirements

Presenter
Presentation Notes
Accountable person assigned by management

Could be a system with different levels:

Person accountable for a laboratory,

Person accountable for a project, etc.

“Accountable Person”:

The person best in a position to answer questions about the associated material

Not someone to blame!

Ensure that no material is “orphaned”



Procedures

Experimental work: laboratory procedures

Inventory: establish and maintain

Reporting: document routine MC&A practices

Audit/ assessment: is this working, and effective?

Training: personnel understand requirements



INVENTORY

Physical Inventory

The actual state of the material inventory

Based upon an inventory taking

Performed periodically

Book Inventory

What we think is the material inventory

Based upon our information record

Maintained continuously

Need to compare the book inventory with the physical inventory and reconcile any discrepancies

Book inventory now an issue for information security:

Who needs to know?	Who needs to know what?

Audit/ assessment ensures effective implementation of MC&A



For DISCUSSION…		Issues

Timeliness

How soon do information records need to be updated?

Abstraction

How to combine information and remove details at higher levels of organization?

Authorization

To write information

To read information

Retention

How long is the information kept, even after the material itself has been disposed of?

At what level of detail?

Audit

How often?

By whom?



Not only is it important to have answers to these questions…

also critical to have reasonable and justifiable criteria for determining the answers

- such criteria are perhaps what is most relevant to include in the Implementation Guidelines (LBIG)
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Material Control & Accountability

Much of MC&A is likely already done for reasons other than 
biosecurity…

Biosafety
Good research practice
Business interest
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Material Control & Accountability

• Moderate
Seed stocks cataloged and records stored 
securely

• Transfers in and out
• Source
• Strain
• Form 
• Responsible individual

Working stocks, including infected animal 
status, tracked through laboratory 
notebooks

• High
Moderate plus

• Increased control over working stocks



30

Infectious Substance Transport

• Transport – movement of biological material outside of a restricted 
area

Research labs
• Sample transfers are necessary for study and to further research

Public health labs and diagnostic labs
• Sample transfers are necessary for diagnosis and analysis

• Transport can occur
Across international borders
Within a country
Within a facility
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Internal Transport

• Movement of materials to and from restricted areas within a facility

• May involve personnel from
Labs
Shipping areas
Receiving areas
Disposal areas (e.g. autoclave and incinerator rooms)

• Move materials safely and securely
SOPs
Leak-proof containers
Pre-approval?
Chain of custody?
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External Transport

• Movement of materials from 
one facility to another facility

• May involve commercial 
carriers

• Occur within a wide array of 
international and state 
regulations and standards

• Must be able to move frozen 
materials efficiently

• Need to be cost-effective
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Development of Regulations for 
Transport of Infectious Substances

UN Committee of Experts
on Transport of Dangerous Goods

Model Regulations on the Transport of Dangerous Goods

ADR 
(road)

RID 
(rail)

IMO 
(sea)

ICAO
(air)

IATA
(air)

National Regulations 
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Hazardous Material Transportation Security

• Infectious substances (Class 6.2) and toxins (Class 
6.1) are defined as Hazardous Material

• 49 Code of Federal Regulations (CFR) 172 (2003) – 
HM 232 – mandates security measures for the 
transport of some Hazardous Material 

Select Agents regulated under 42 CFR 73 require 
Hazardous Material transport security measures

• Hazardous Material regulated security requirements 
include:

Training
• Security awareness training
• Specific training as appropriate

Written security plan
• Based on assessment of transportation security 

risks
• Address personnel security, unauthorized 

access, en route security

Bacillus 
anthracis

Coccidioides immitis
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Transport Security: 
Chain of Custody (CoC)

• Aims to protect sample by documenting 
All individuals who have control of sample
Secure receipt of material at appropriate location

• Chain of custody documentation includes
Description of material being moved
Contact information for a responsible person
Time/date signatures of every person who assumes control 
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Transport Security: 
Process

• Responsible authority pre-approves all transport

• Transport should be documented in lab records

• Transport is controlled and documented in delivery records

• Timely shipping methods are used

• Chain of Custody is maintained

• Notification of successful receipt
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Transport Security: 
Facility Responsibilities

• Personnel security
For people who have access to dangerous pathogens and toxins or 
information during transfers

• Establish chain of custody (CoC)
Record all individuals who have contact with the dangerous 
pathogens and toxins 

• Provide physical security
For packages that need temporary storage

• Protect transport documentation 

• Determine who is able to authorize, transport, and receive 
dangerous pathogens and toxins

Presenter
Presentation Notes
At the facility level, this is what can be done…

Occur within a wide array of international and state regulations and standards
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Carrier Security

• Carriers should provide security by
Ensuring reliable and trustworthy people handle the package
Controlling access to transport facilities, docks, and vehicles
Tracking shipping progress
Providing ongoing security training for employees
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Transport Security

• Moderate
Internal transport personnel screened
Recipient screened for legitimacy 
Safe receipt notification

• High
Moderate plus

• Chain of custody
• Physical controls on storage containers
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Information Security

• Protect information that is too sensitive for 
public distribution

Label information as restricted
Limit distribution
Restrict methods of communication
Implement network and desktop security

• Biosecurity-related sensitive information
Security of dangerous pathogens and 
toxins

• Risk assessments
• Security system design

Access authorizations

Presenter
Presentation Notes
Also, need to store it securely



Overall, need to protect information that would allow an adversary to gain access.

Many of these procedures are likely already followed for personal and financial information.



Further information

Communication: insecure transmission of information can lead to accidental release.  Transmission of moderate or highly sensitive information should occur only via approved methods:

Mail, email, or fax security is required

Limited discussions in open areas

Information should only be reproduced when needed and each copy must be controlled as the original



Network Management

The network on which all information is transmitted should be protected: infrstructure, servers, remote access, wireless



Users

Each system within the network should maintain a level of security: network layered access, desktop security, wireless



Additional Points

You may want to make sensitivity levels

Low (open or public information)

Moderate (limited access information)

High (exclusive or strict access information)



Review and approval process aids in the identification of sensitivities

Individuals are responsible for control of information

Consistent marking methods
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Information Security: 
Identification, Control, and Marking

• Identification
Designated sensitivity level 
A review and approval process aids in the 
identification of sensitivities

• Critical prior to public release of information

• Control
Individual responsible for control of sensitive 
information

• Physical security
• Communication security

In the US, in order to refuse public access upon 
request, information must be exempt from the 
Freedom of Information Act

• Marking
Sensitivity level designation

• Top and bottom of each page / cover sheet
Marking and control methods should be well 
understood by those working with information
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Information Security: 
Communication and Network Security

• Communication Security
Mail, email, or fax security is required
Limited discussions in open areas
Information should only be reproduced when needed and each copy 
must be controlled as the original

• Network Security
Firewalls
User authentication
Virus protection
Layered network access
Desktop security
Remote and wireless access controls

• Encryption
• Authentication
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Example Network Design
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Program Management: 
Responsibilities

• Identify the protection objectives of the 
biosecurity system

Distinguish between “unacceptable” and 
“acceptable” risks
Ensure that the cost to protect an agent is 
proportional to the risk of malicious use

• Design the system
Physical security hardware and configuration
Biosecurity policies and procedures

• Write security incident and emergency 
response plans

• Conduct regular training and internal 
reviews

• Allocate resources

Presenter
Presentation Notes
Intends to detect and deter unauthorized access to dangerous pathogens and toxins

Identify which possible but unlikely scenarios the security system should not be required to protect against

This falls back on the risk assessment process, which management is responsible for: define assets, threats, risks

Establish a protection strategy

Linked to the next item

Refers to the biosecurity plan

And if the protection strategy fails, what to do about it: response plans

Determine the physical security system design

Develop security policies and procedures

This is the specific day-to-day implementation of the protection strategy

In addition, you should also familiarize employees with these procedures through training

Allocate resources

Make sure allocating to the greatest risks, etc.



Additionally: important to understand that this is a dynamic system—need to ensure continual improvement of the system

(audits, management reviews, corrective and preventive actions)



Overall

Objective: ensure that each component of the system functions optimally, and in a coordinated and consistent manner

Program management should identify and prioritize program needs, and allocate appropriate resources
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Program Management: 
Biosecurity Training

• Annual training tailored to different audiences
New and current employees
Managers
Emergency responders

Presenter
Presentation Notes
Annual comprehensive training

Laboratory biosecurity requirements

Physical security measures

Personnel security measures

Information security measures

Laboratory biosecurity incident reporting, laboratory biosecurity violations, and disciplinary actions

Media and public requests



Statutory biosecurity requirements

All employees and contractors should be informed of the current statutory biosecurity requirements and of their biosecurity responsibilities for meeting those requirements

Physical security measures

All employees and contractors should be informed of the following physical security elements and associated procedures:

Restricted access areas and associated access controls

Vehicle security

Suspicious activity

Package inspections

Personnel security measures



Annual supervisor training

Educate managers on detecting personnel issues that may result in security problems and options available to employees

Encourage managers to report any information that raises doubts about an employee’s continued access to restricted areas and/or materials

Ensure managers are aware of the need to obtain agency-owned property from terminating or transferring personnel



Response Force Training

Should develop and maintain the competencies needed by the on‑site response force 

Bioresearch-facility specific training

Standard response force training

Training exercises

Facility‑specific training

Local law enforcement participation 

Reports of training exercises summarizing results provided to management for review



We need to think about this a little.  In most cases, there are not going to be on-site response forces.  I’m tempted to take most of these sorts of references out.
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Program Management: 
Training

• Annual training tailored to different audiences
New and current employees
Managers
Emergency responders
Guard force

• Topics
Applicable manuals, SOPs
Statutory requirements
Operations and procedures

• Access control procedures
• Physical security, personnel security, information security
• Equipment
• Incident response

Incident reporting
Disciplinary actions
Media and public requests

Presenter
Presentation Notes
Annual comprehensive training

Laboratory biosecurity requirements

Physical security measures

Personnel security measures

Information security measures

Laboratory biosecurity incident reporting, laboratory biosecurity violations, and disciplinary actions

Media and public requests



Statutory biosecurity requirements

All employees and contractors should be informed of the current statutory biosecurity requirements and of their biosecurity responsibilities for meeting those requirements

Physical security measures

All employees and contractors should be informed of the following physical security elements and associated procedures:

Restricted access areas and associated access controls

Vehicle security

Suspicious activity

Package inspections

Personnel security measures



Annual supervisor training

Educate managers on detecting personnel issues that may result in security problems and options available to employees

Encourage managers to report any information that raises doubts about an employee’s continued access to restricted areas and/or materials

Ensure managers are aware of the need to obtain agency-owned property from terminating or transferring personnel



Response Force Training

Should develop and maintain the competencies needed by the on‑site response force 

Bioresearch-facility specific training

Standard response force training

Training exercises

Facility‑specific training

Local law enforcement participation 

Reports of training exercises summarizing results provided to management for review



We need to think about this a little.  In most cases, there are not going to be on-site response forces.  I’m tempted to take most of these sorts of references out.
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Program Management: 
Self Assessments and Management Reviews

• Internal and third party
Self assessments ensure compliance with standards and evaluate 
effectiveness of the biosecurity and biosafety programs

• Regular self-inspections by designated employees (daily/weekly)
• Supervisor inspections to reinforce employee inspections (weekly/monthly)

Management reviews institute corrective and preventive actions, and 
allocate required resources

• Inspections by a site team of employees, supervisors, and site management 
Periodic third party reviews provide an independent assessment

Presenter
Presentation Notes
Internal audits - designed to uncover issues proactively rather than forcing a reactive response following an audit by an external agency.

Conducted by individuals who are independent from those responsible for enforcement or implementation of biosecurity policies and procedures.
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Program Management: 
Responding to Inspection / Audit Findings

• Ensure corrective actions are taken to eliminate identified 
deficiencies

• Assign responsibilities
Ensure that a responsible individual is assigned for the identified 
deficiency or action item

• Implementation schedule
Create an implementation schedule with set milestones and follow
through to completion
Identify a completion date and provide periodic updates against that 
completion date

• Document completion
Document all actions and sign-off when corrective actions are 
completed
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Program Management: 
Documentation

• Protocol approvals, registration
Signed by investigator, department director, biosafety officer (biosafety 
coordinator), responsible official (biosecurity coordinator)

• Medical & vaccination records
Confidentiality requirements must be addressed

• Policies, Manuals, SOPs
• Training records

Document initial training, supervisor training, refresher training
Include dates, trainer qualifications, course syllabus, method of 
evaluation

• Auditing records
Include follow up actions
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Program Management: 
Documentation Systems

• Establish a records management system
Designate a responsible document control 
coordinator
Define appropriate document retention time
Establish procedures for handling sensitive 
information
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Program Management: 
Laboratory Biosecurity Plan

• Develop laboratory biosecurity plan
Facility mission and description
Risk definition
Physical security
Personnel management
Material control and accountability
Material transfer security
Information security
Biosecurity program management
Incident response plans and reporting

Presenter
Presentation Notes
The biosecurity plan should:

·       Describe how the facility meets and local or federal regulations pertaining to securing HCPTs

·       Be based on a facility-specific risk assessment

·       Address the facility‑specific biosecurity program, including biosecurity program management, physical security, personnel security, information security, material control and accountability, and material transfer security

·       Describe, justify, and document the graded protection provided to HCPTs and indicate how the system will detect, deter, respond to, and contain unauthorized access to these agents

·       Include additional requirements as a result of local threats

·       Contain guidance for oral and written reports to provide notification upon discovery of the theft, loss, or release of HCPTs

·       Contain an explanation of the biosecurity training to be received by all personnel and contractors

·       Contain provisions for routine cleaning, maintenance, and repairs of Exclusion Areas (restricted areas containing HCPTs)

·       Contain escorting procedures

·       Contain procedures that the facility will follow to prepare for and comply with biosecurity program audits

·       Contain an Incident Response Planning Section that should:

	- Be coordinated with the  Emergency Response Program, and the Biosafety Plan

	- Include responses to the following types of incidents: biocontainment breaches, biosecurity breaches, inventory violations, material transfer violations, IT security breaches, and non-biological security incidents (e.g., violence in the workplace, severe weather, power outages, natural disasters)

	- Address those “acceptable” security risks that the physical protection system is not designed to protect against 

	- Instruct facility personnel, including its guard forces, local law enforcement, and emergency responders, on the exact procedures to follow in the event of an incident

	- Indicate, when appropriate, what Memoranda of Understanding are in place with local law enforcement and emergency response agencies and officials

	- Develop a public relations strategy to communicate the realities of the situation and its consequences to the public

	- Develop a chain‑of‑command for incident reporting at the facility level

	- Include actions required to protect forensic evidence of a theft or attempted theft

	- Include actions to be taken when the national threat conditions change
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Program Management: 
Policies

• Realistic policies
Policies should be comprehensive
Policies should allow for users to work as needed

• Understanding of policies by all users
Having clear policies is critical to users following them
The policies should be easy to locate, understand, and follow

Presenter
Presentation Notes
It is critical to understand how the users work and handle information and work the policies to allow for the security of the information to the needed levels, but also not cause the inability to work effectively by the users or to disrupt the facility mission.  

All users should have a detailed understanding of the policies and this information should be available at any time. The users should have the ability to get both the why and the what for any policy.  By providing the users the rational for the policy, they are far more likely to follow it.  
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Summary

• Program management is an overarching component of both 
biosafety and biosecurity programs

• Ensures success of the programs by:
Planning
Staffing
Funding
Training

• Addresses every element of the biosafety and biosecurity program
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