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Abstract

The 30 year anniversary of the eradication of smallpox was recently celebrated and represents a major achievement
in international public health. However, the likelihood of re-introduction of eradicated diseases is expected to evolve
with time, and warrants continued assessment. Using influence diagrams to structure the analysis, this paper seeks
to systematically examine the various pathways that could lead to accidental or deliberate introduction of a novel or
eradicated pathogen using smallpox as an example. The accidental reintroduction of smallpox may occur through
three main pathways: Biosafety incident at a known repository, biosafety incident outside of a known repository, and
environmental resurrection. The deliberate reintroduction can also be subdivided into three main pathways: Biosecurity
incident at a known repository, illicit state biological weapons program, and synthesis using the tools of modern
biotechnology. We conclude that the likelihood of recurrence of an eradicated agent, such as smallpox, is small, but
ultimately unknown and expectedly increases with time primarily due to the rapid advancement of biotechnology.

Introduction

Infectious disease threats are a continuous challenge for society,
and may originate from both naturally-occurring and deliberately
introduced pathogens and toxins. Eradicated or novel pathogens
pose a particular preparedness challenge for decision makers who
are faced with the question of allocating scarce public resources to
address diseases that are not a current threat. Of particular concern
is the possible reintroduction of eradicated pathogens including 1918
Spanish flu (eradicated for 90 years), SARS (no natural outbreaks since
2003), and polio (soon-to-be eradicated). Smallpox virus is the most
widely considered example, although the natural public health concerns
of smallpox were eliminated through a global eradication program.
Exhibiting unique non-proliferation security challenges, some experts
remain concerned about the possibility that smallpox could reappear as
a biological weapon [1].

The consequences of a smallpox outbreak have been documented
throughout history [2], and more recently assessed in a modern
globalized environment through a variety of epidemiological and
mathematical models [3] and exercises [4]. In recognition of the
possible serious devastation, many countries around the world are
actively working to strengthen their bio preparedness in order to be
able to respond. However, if there is no likelihood of introduction
of a novel or eradicated pathogen, then, regardless of the severity of
the consequences, there is no risk and, hence, no policy actions are
required. Yet there is little to no structured assessment of the likelihood
of inadvertent or deliberate reintroduction of smallpox virus or other
novel or eradicated pathogens in the publicly available literature. To most
appropriately allocate resources, decision makers need to understand
both components of risk, i.e. the well-publicized consequences as
well as the likelihood of recurrence (i.e. simply reintroduction by any
accidental or deliberate means, not taking into account the probability
of effective dissemination). If the likelihood of accidental or deliberate
introduction of a novel or eradicated pathogen is nonzero, then policy
makers must determine how to best manage risks. Both preventive and
consequence mitigation measures can be considered in countering
these risks. The publications and preparedness table top exercises for
smallpox illustrate the range of consequence mitigation measures
decision makers can consider. Recognizing what factors influence

the likelihood of reoccurrence will yield crucial information about
possible prevention control points and whether additional consequence
mitigation measures are warranted.

This paper seeks to systematically examine the various pathways
that could lead to accidental or deliberate introduction of a novel or
eradicated pathogen. To focus the discussion, smallpox will be used
as the example throughout the paper. However, the same analytical
framework could be applied to other pathogens of concern. The
accidental reintroduction of smallpox may occur through three main
pathways: Biosafety incident at a known repository, biosafety incident
outside of a known repository, and environmental resurrection (Table 1,
Categories A-C). The deliberate reintroduction can also be subdivided
into three main pathways: Biosecurity incident at a known repository,
illicit state biological weapons program, and creation of the virus
using the tools of modern biotechnology (Table 1, Categories D-F).
Reliable data is not available to enable a probabilistic assessment of the
likelihoods of the six main pathways. Thus, this paper utilizes influence
diagrams to structure the analysis.

Influence diagrams (ID) [5] are graphical representations of the
problem that are useful for illustrating the structure of the domain. IDs
describe the relationships between the different elements; the IDs in this
paper (see Figure 1 for an example) have decision nodes (represented
by the open rectangles) and chance nodes (represented by the open
circles). The relationships between the nodes are shown by the arcs.
The outcomes are represented by the shaded rectangles with rounded
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Conclusions of Pathway Analy-
. . . ses
Mode of introduction Category Mechanism Relative likelihood Trond
(low/medium/high)
Biosafety incident at a known A Laboratory acquired infection or accidental release from Low Decreasin
WHO repository WHO repository (restricted to CDC and Vector) 9
Unknown, archived and untested/misdiagnosed clinical .
. . . B1 Low Decreasing
Accidental Biosafety incident outside of a sample
Accldenta known repository B2 Unknown, archived and tested, but unlabeled sample Low Decreasing
reintroduction ; )
B3 Rediscovered sample labeled as smallpox Low Decreasing
. . C1 Archived outside of the lab Low Decreasing
Environmental resurrection / Natural orth tation into virus that
mutation c2 atural orthopox mutation into virus that can cause Low Constant
smallpox-like illness
Bi ity incident: theft fi D1 Insider theft Medium Constant
kr']%f:fgp{):;&;;n - theftirom a D2 Outsider theft Medium Decreasing
D3 Collusion Medium Constant
Biotechnolo E1 De novo synthesis Medium Increasing
Deliberate i E2 Deliberate mutation of a related orthopox virus Medium Increasing
reintroduction State retained it post-eradication and post-consolidation .
F1 . - Low Constant
of smallpox samples into 2 repositories
State illicit weapons program State acquired it post eradication: accidental discovery,
F2 acquired from other state program, theft from repository, Low Constant+
biotech

The table lists potential pathways for accidental or deliberate release of smallpox virus. See text for further details on mechanisms and associated relative likelihood.
* Security experts disagree as to how this may change over time, as discussed in the paper.
+ Most of these pathways are decreasing, but the biotech pathway is expected to increase with time.

Table 1: Main pathways for possible recurrence of smallpox.

corners. Elements can have causal links or be linked temporally. These
diagrams can also help explore uncertain variables and the value of
perfect and imperfect information on the problem. We conducted a
comparative analysis of the relative likelihoods for these pathways and
explored how key variables that influence likelihood may change over
time. The IDs in this paper have been constructed with a level of detail
to facilitate a comparative analysis of the likelihoods for the pathways;
additional details could easily be added into these frameworks for a
more detailed analysis of a particular pathway.

Accidental reintroduction pathways - Table 1, Categories A-C
Biosafety incident at a known repository - Table 1, Category A

The World Health Organization (WHO) declared smallpox
eradicated in 1980. At the time of eradication, many laboratories still
held samples of the virus. After several laboratory acquired infections
(LAI) [6,7] and the inadvertent discovery of unregistered clinical
smallpox samples, WHO established two official repositories — one at
the Centers for Disease Control and Prevention (CDC) in the US and
one that is now at VECTOR in Russia. This was done specifically to
reduce the risk of reintroduction of smallpox from a biosafety incident
by drastically reducing the number of laboratories having the virus.
Biosafety incidents that could lead to reintroduction of smallpox can
be subdivided into laboratory-acquired infections, where a worker
handling the virus becomes exposed and subsequently infected, and a
release from the laboratory into the environment through a breach of
containment. Biosafety measures to mitigate against these situations are
a combination of engineered and procedural controls [8,9]. Because of
the potential consequences, smallpox virus is only handled in maximum
containment (BSL4) at the two WHO repositories.

There are no known LAI of smallpox at either of the two repositories.
However, there have been a few LAIs resulting from accidents with other
high-risk pathogens in BSL4 settings [10-12]. Although possible, there
is no evidence of an environmental release from a BSL4 having ever
occurred, providing some evidence of how unlikely this event is. The ID
for abiosafety incident (Figure 1) illustrates that factors that directly lead

to a LAI or environmental release are procedural or equipment failure.
For a given procedure, human factors (time pressures, skills, alertness/
confidence) influence the chance that there will be a procedural failure
that could lead to an exposure and subsequent infection or breach of
containment and environmental release. If key equipment fails, this
can directly result in an environmental release or it can be a secondary
cause. Redundancy in critical systems is put in place to specifically
mitigate against this risk (e.g. double HEPA filters on exhaust). Certain
procedures are inherently more risky than others, such as work with
higher titers, animal studies, and aerosolization experiments. In a BSL4
setting, where workers are encased in a protective suit, there is a greater
chance for accidental exposure if sharps are required for a procedure
than if the protocol does not require syringes or other sharps. The ID
highlights that proper execution of biosafety procedures is influenced
by the skills of the worker carrying out the activity. Accordingly,
maximum containment laboratories require workers to have significant
work experience at lower levels of containment followed by a period
of mentoring at BSL4 before being allowed to work independently.
However, even highly skilled workers can be distracted and may
occasionally make mistakes.

Presumably, the practice of biosafety improves with time. Architects
and engineers have more sophisticated engineered controls to include
in new buildings and facility managers have a better understanding
of how to properly maintain those controls in their existing facilities.
These factors reduce the risk of an inadvertent release due to a biosafety
incident at a known repository.

However, complex systems for controlling biological risks may fail,
through neglecting to properly maintain the equipment or bypassing
systems to save time. A major outbreak of legionnaire’s disease
originated from the former [13], where a non-qualified individual cut
maintenance to save money, for which she was eventually jailed. The
recent incident involving an environmental release of Foot-and-Mouth
Disease virus at a renowned research facility also highlighted problems
involving poor maintenance, shared management responsibility,
and non-validated procedures [14]. Inherent to these examples is
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the challenge of continually funding maintenance when there are no
mishaps. As evidenced in the recent Spanair crash [15]or the 1999
criticality accident at the Tokai-Mura nuclear fuel cycle facility [16],
users can become complacent towards and even bypass the checks
required to ensure complex systems function properly.

The type of experiment also varies over time but it is not clear, if
on average, the experiments are more or less risky. A greater emphasis
on molecular techniques to characterize the virus would be expected
to reduce the biosafety risk but an increased number of studies in
nonhuman primates aimed at trying to understand the pathology of
the disease would likely increase the biosafety risk.

Also, risks associated with other human factors, such as lack
of training, information, understanding, and validation as well as
negligence and inadvertence on the part of the laboratory workers
may continue to exist. Therefore, despite the general improvements
in laboratory biosafety and biosecurity, incidents of laboratory
acquired infections may still be observed in developed countries
[17]. While there have been no documented accidents with smallpox,
other equally high-risk pathogens including Ebola and Marburg have
infected workers in the US[12], Germany[18] and Russia[10,19] , the
latter taking place at the Vector Institute, home to the Russian WHO
smallpox repository. Corroborating these observations, virologist
Heinz Feldmann commented on Ebola research “We have all the proper
protocols in place, but we're still humans and we make mistakes. It’s just
a matter of time when the next incident will happen” [20].

We conclude that on balance, the likelihood of LAI and
environmental releases of smallpox at WHO repositories have probably
decreased due to improved biosafety involving more sophisticated
engineered and procedural controls. In theory, the potential for
additional improvements may eventually be exhausted, or at least a
greater emphasis on biosafety will see diminishing returns.

Biosafety incident outside the known repositories— Table 1,
Category B

Although laboratories either destroyed or sent their known
smallpox virus samples to the WHO repositories, it is possible that
facilities may still unknowingly retain virus samples. Smallpox virus
could be present in clinical samples that were taken to test for smallpox
or other diseases while smallpox was a naturally occurring disease.
Many institutions retain clinical samples for historical or research
value. If clinical samples that were collected and tested for other reasons
also contained smallpox virus, there could be a mismatch between
the biosafety measures implemented and the pathogen (e.g. smallpox
virus) being handled. The unintentional use of inadequate biosafety
procedures could lead to a biosafety incident (Figure 2), resulting
in an inadvertent reintroduction. The other plausible scenario for a
biosafety incident outside of the known repositories is an unlabeled or
mislabeled vial in a freezer at an institution or even the discovery of a
labeled vial in a freezer that was forgotten. The likelihood of unknown
samples containing smallpox virus is probably inversely correlated with
the quality of the institution’s inventory system. Accordingly, the age
of a facility is of concern since inventory practices were perhaps less
robust in the 1950’s and 60’s, when smallpox was still endemic.

We conclude that the risk of a biosafety incident beyond the
known repositories should decrease with time. Although smallpox
virus is relatively stable for a virus, samples stored under conditions
not intended to preserve smallpox will inevitably degrade with time.

The relevant collection of unknowns is also likely to decrease over
time as facilities lose contents of freezers in power outages or reduce
their collections as their missions change. At least none of the factors
included in the ID can be expected to increase with time.
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Figure 1: Factors that influence the likelihood of a biosafety incident at one of
the two official WHO smallpox repositories
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Figure 2: Factors that influence the likelihood of a biosafety incident for an
institution unintentionally having smallpox.
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Figure 3: Factors that influence the likelihood of a discovering smallpox virus
outside of a laboratory setting.

J Bioterr Biodef
ISSN:2157-2526 JBTBD an open access journal

Volume 2 + Issue 2 + 1000106


http://dx.doi.org/10.4172/2157-2526.1000106
http://dx.doi.org/10.4172/2157-2526.1000106

Citation: Gaudioso J, Brooks T, Furukawa K, Lavanchy DO, Friedman D et al. (2011) Likelihood of Smallpox Recurrence. J Bioterr Biodef 2:106.

doi:10.4172/2157-2526.1000106

Page 4 of 7

Samples from outside of a bioscience institution - Table 1,
Category C1

There is also the possibility of finding samples of smallpox virus
outside of a laboratory (Figure 3). Multiple experts have speculated
about the possibility of isolating smallpox virus from cadavers in the
permafrost [21]. In theory, the impacts of global warming and the
urbanization under the global population expansion could potentially
become contributing factors to facilitating the isolation of smallpox
virus from cadavers buried in the Arctic permafrost in the future,
although it expectedly carries a very low likelihood [22,23]. There may
be other sources of archived samples. For example, a possible smallpox
or vaccinia scab was discovered in a book in a library in Santa Fe in
New Mexico [24], and virus has been reported originating from Indian
skin samples stored at -20°C, although infectivity was low. Indeed,
viable virus has been recovered from scabs stored at room temperature
for more than a decade [25]. Storage conditions are a key variable in
this pathway, thus the viability of these types of samples would clearly
degrade over time.

Mutation of an orthopox virus - Table 1, Category C2

There are other orthopox viruses that could naturally mutate into a
strain that could cause a smallpox-like illness. Alternately, a laboratory
experiment with orthopox viruses could have unintended consequences
and produce a virus that could cause a smallpox-like illness. The famous
IL-4 experiment [26] is an obvious example of scientists not always fully
understanding the potential consequences of their research ahead of
time. The likelihood of a natural or inadvertent mutation (Figure 4)
should correlate with the homology of the genome and / or the type of
experiment being conducted. Many of the orthopox viruses have a high
degree of homology with the smallpox virus (e.g. monkey pox virus has
a 96.3% homology [27] but it is unclear how many mutations would be
required to produce a strain that could cause similar clinical symptoms.

We conclude that while the likelihood of a natural mutation is
negligible, constant over time, and influenced only by chance variables;
the driving forces for selection of a mutant, however, are not constant.
The increased proximity of man to monkeys in Africa as humans
seek new places to live and starvation forces them to hunt bush meat
increases the chance of exposure to new viruses including monkey
pox. The number of exposures increases the probability of a mutation
leading to a propagating disease appearing, exemplified by the fact
that monkey pox is rather more infectious in Africa than in the US
population. Finally, the likelihood of an unexpected experimental result
producing a virus that could cause a smallpox-like illness may rise with
time as more sophisticated experiments are undertaken by a broader
set of scientists. This may be balanced by a growing understanding
of the functioning of the genome, perhaps reducing the likelihood of
unintended experimental consequences.

Deliberate reintroduction pathways - Table 1, Categories D-F

Biosecurity incident at a known repository - Table 1, Category
D

As with any known valuable asset, it is feasible that someone could
target the WHO repositories in an attempt to steal the virus (Figure 5).
This may be especially pertinent for smallpox virus because repositories
are the only known sources of the virus. Conceivably, the virus could be
stolen by someone at the facility with access to the virus (an “Insider”)
or an external adversary that does not have authorized access (an
“Outsider”). Laboratory biosecurity is the institutional and personal

Mutation
rate

Experiment

N v

Unintended
result

Known existence of viable virus
that causes SPX-like disease

Figure 4: Factors that influence the likelihood of an inadvertent mutation of a
virus to be able to cause a smallpox like illness.
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Figure 5: Factors that influence the likelihood of theft of smallpox virus from
a known repository.

Inside adversary

security measures designed to prevent the loss, theft, misuse, diversion
or intentional release of pathogens and toxins [9]. Measures to reduce
the risk of insider theft include limiting the number of insiders, access
control, good material control and accountability programs, and
personnel reliability programs [27,28]. Physical security measures
are the main tool for mitigating against the outsider risk. As shown
in the ID, the likelihood of an adversary attempting theft may also be
influenced by their perception of the security of the smallpox virus
holdings and the amount of information about the facilities and the
collections that is publicly available.

Collusion is a theft scenario involving cooperation between
an insider and an outsider; it is mitigated through a combination of
laboratory biosecurity measures that would be put in place to address
those adversary categories separately. One could also envision a
scenario where an outside adversary attempts to buy the virus from
someone with authorized access. Laboratory biosecurity measures to
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address the inside adversary also mitigate against this risk.

Like biosafety, laboratory biosecurity measures have improved
with time [29]. However, no security measures are perfect. The US
FBI has determined that the 2001 anthrax letters were perpetrated by
a thoroughly vetted scientist that had authorized access to the material
at work (i.e. an “Insider”). Beyond biology, there are a multitude of
examples of traitors from both the US and the Soviet Union during the
Cold War; these are all individuals that had been subject to extensive
personnel reliability programs. The motivation of an Insider stealing
smallpox virus is difficult to gauge objectively. The two repositories
have “elaborate security measures” in place to prevent theft by outside
adversaries [23].

However, there has been a rise of sophisticated yet loosely
networked transnational terrorist groups that have shown an interest
in bioterrorism [30]. This was emphasized in the recent report, World
at Risk, by a US Congressionally-appointed commission [31], which
also stated that we “should be less concerned that terrorists will become
biologists and far more concerned that biologists will become terrorists”.
Therefore, we conclude that there is a medium but ultimately unknown
likelihood of theft of smallpox virus from a WHO repository because
the intent of an individual or terrorist can be impossible to discern.

Biotechnology - mutation or de novo synthesis - Table 1,
Category E

The rapidly developing field of synthetic genomics offers great
promise for both basic biological research and as a new and powerful
tool for biotechnology. But as with virtually any new technology that
promises significant benefits, synthetic genomics brings with those
benefits a series of societal concerns and issues. Perhaps the most
prominent concern raised is that the technology may end up being
used to create dangerous pathogens by those with malicious intent
and, accordingly, could be a source for the deliberate introduction of
eradicated or novel pathogens (Figure 6). For example, The Nuclear
Posture Review of the US Department of Defense released in April 2010
explicitly states: “Given the catastrophic potential of biological weapons
and the rapid pace of bio-technology development, the United States
reserves the right to make any adjustment in the assurance that may be
warranted by the evolution and proliferation of the biological weapons
threat and US capacities to counter that threat” [32].

Examples of recent advances include the synthesis of live infectious
polio virus in 2002 [33], followed by Phil74 phage which was produced
in just 2 weeks by the Venter Institute in 2003 [34]. Since, the synthesis of
the 1918 influenza [35] and Marburg virus [36] were reported in 2005.
In 2008 both SARS virus [37] and the bacteria M. genitalium [38] were
produced, and the technique reported in the professional literature.
While polio virus is a relatively simple and small virus with only 7,751
base pairs (bp), SARS virus contains approximately 30,000 bp and M.
genitalium 582,970bp. The latest milestone, involving the creation of a
bacterium controlled by a synthesized genome [39], demonstrates that
not only are the technical barriers being pushed in terms of length of
the genome and overall size, but also the complexity of the synthesized
organisms is increasing and the technology is becoming easier to
handle.

Turning again to smallpox virus as our indicative example, a full
length sequence of the viral genome comprises about 186,000 bp, and
the sequences of 45 distinct variola virus isolates have been made
publicly available [40]. The 60 bp palindromic ends are not available
for all 45 isolates, but have been determined for at least one highly

pathogenic isolate [41]. Rather than synthesizing a full-length synthetic
genome, deliberate mutation of a related orthopox virus could lead to
the creation of a strain capable of causing a smallpox-like illness. Only a
few thousand mutations out of the 186,000 bp genome would be needed
to be introduced into closely related viruses such as readily accessible
monkeypox, camelpox or gerbilpox [40]. Although these procedures
have been declared illegal [42], it is unlikely that the appropriate legal
framework is in place in all countries, and, even then, complete control
of such activities is not feasible.

Also, there is an increasing concern that vaccinia virus used for
producing smallpox vaccine could be used as a template for creation
of variola virus. For example, vaccinia virus expresses a protein
(vaccinia virus complement control protein [VCP]), which constitutes
a vaccinia virulence factor. DNA comparison studies have revealed
that the genomes of all variola strains encode a complement regulatory
protein consisting of four “smallpox inhibitor of complement enzymes
(SPICE)” which is the homologue of VCP [43]. According to Nariyoshi
Shinomiya, professor of Japan’s National Defense Medical College,
Japan’s smallpox vaccine is based on the LC16m8 Lister vaccinia strain,
and there is an emerging concern that the introduction of SPICE into
this vaccinia virus could potentially lead to the creation of a highly
pathogenic strain of pox virus. Although it would not be a smallpox
virus, it could possibly retain high pathogenicity as well [44].

In conclusion, the attempted synthesis of smallpox is not only
illegal, but also highly controversial from both a security and scientific
perspective. Distinguished scientists contend that given recent scientific
advances the de novo synthesis constitutes a fairly straightforward
enterprise in terms of skills, time and funding, while sceptics argue that
the technology is presently not sophisticated enough to succeed [45].
Most agree, though, that biotechnology is rapidly evolving and it is hard
to predict what might be technically feasible in a 5- to 10-year time
frame [46].

State illicit biological weapons program - Table 1, Category F

There is a long history of interest, development, and usage of
biological weapons by states underscoring that this is not merely of
academic concern. Although the 1972 Biological Weapons Convention
bans the development of biological weapons, this does not eliminate the
chance that a state program could be interested in developing smallpox
as a biological weapon through an illicit effort. States have multiple
avenues under which they could obtain the virus for this purpose
(Figure 7). Most simply, a state could have retained samples of the virus
post-eradication, not destroying or turning over all of their specimens
to the WHO repositories. This pathway would have required a state to
have some motivation to go against the global norm and intentionally
retain the virus. Gregory Koblentz has explored this possibility in
detail [47]. This scenario can have a constant or possibly decreasing
risk with time if states that may have retained the virus decide they no
longer have a reason to maintain their specimens. The advancement
of microbial forensics for law enforcement may possibly contribute to
deterring those states from managing such illicit biological weapon
program. Conversely, it is also possible for a state to deepen its interests
in such illicit biological weapon program as an asymmetric tool to
balance the military gap vis-a-vis its adversary.

If a state did not retain the virus, they could acquire it from the
other pathways articulated in this paper. A state could accidentally
discover the virus in a laboratory or non-laboratory setting within their
territory. Alternatively, smallpox virus may be acquired from another
state program that had retained the virus post-eradication or they could
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attempt to steal it from one of the WHO repositories. States could also
utilize the latest biotechnology advances to create the virus. States have
greater resources available to them than individual scientists or other
non-state actors so a biotechnology pathway is more feasible for a state
program. Of equal concern is the fact that motivation is not a constant,
and depends on the regime in power at the time, the political and
religious ideology of the regime and population, and the threat that they
perceive from other states, thereby possibly influencing the accepted
rules of engagement. Illustrating the latter point, war and blaming
another state for “injustices” have historically been a powerful political
force for unity. The ability of a tolerant state to become extreme is clearly
shown in the whole of 20th century European history culminating in
genocide in the Balkans a decade ago. A decreasing trend could easily
change into a remilitarization trend in a limited time-frame.

We conclude that the likelihood of state illicit biological weapons
programs having smallpox virus is constant or possibly decreasing for all
possible routes except for biotechnology pathways. States are most able
to take advantage of the latest scientific advances. Again, the unknown
element is mainly whether a state program has the motivation to pursue
acquisition of the smallpox virus through one of these pathways.

Overall trends

For the past three decades the main defense against smallpox, has
been the extreme inaccessibility of the agent. However, the likelihood
of an accidental or deliberate re-introduction of an eradicated agent is
expected to evolve with time.

Certainly, the likelihood of a biosafety incident is tied to both the
biosafety measures (generally improving with time), the type and level
of research (increased sophistication), the number and location of
research facilities (increasing with a global reach), as well as number

and training of personnel. The viability of samples inadvertently
retained outside of official repositories decrease with time, lowering the
likelihood of re-introduction from these sources.

However, the likelihood of a biosecurity incident is also a dynamic
balance between biosecurity safeguards and increased terrorist
capability and interest in biological weapons. While historically of less
concern, the deliberate mutagenesis or de novo synthesis will become
increasingly important over time with the rapid advancement in
biotechnology. Although research with pathogens not found in nature
is important from a scientific, public, and animal health perspective,
lower risk tolerance by society may require facilities that have these
organisms to implement enhanced biosafety and biosecurity measures.
This requires more attention to personnel reliability programs, types
of experiments, and the numbers of laboratories and personnel
working with eradicated pathogens to ensure that the likelihood of re-
introduction is responsibly managed.

Conclusion

Current smallpox risk assessments are rather uniform in terms of
the elements that constitute the consequence arm of the equation, and
most conclude that any outbreak would constitute a potential major
international security and public health challenge. The main, largely
unknown, influencing factor on the overall risk is the availability of
the agent. While the likelihood of acquisition (a necessary prerequisite
to attack) is low, the advances of science to include the synthesis of
eradicated, soon-to-be eradicated or inaccessible agents like 1918
influenza, polio virus and smallpox, respectively, is a main driver
in influencing the likelihood of attack or accidental release, thus
representing a game-changing event.

The difficulty in estimating the likelihood of the deliberate
reintroduction pathways are very strongly determined by the
motivation of an adversary and the technical challenges of de novo
synthesis. We have not attempted a socio-political or technical analysis,
both of which would probably only be valid for a limited time. Thus
we concede that there could be disagreement with our conclusions.
That said, countries preparedness for risks associated with eradicated
and/or novel pathogens relies predominately on the unavailability of
these pathogens. Through a systematic analysis of possible pathways of
introduction, this paper has challenged this assumption. The likelihood
of smallpox being reintroduced (accidently or deliberately) is unknown
but non-zero and is increasing with time. With the possible advent of
de-novo synthesis, the dangerous risk of recurrence becomes real and
present, changing the overall risk assessment.

Prerequisites for utilizing the weapons potential of smallpox
include overcoming both intentional and technical barriers. The
unknown and changing nature of intent is partly tied to socio-
economic disadvantages that drive new political aspirations and
encourage aggressive and often extreme measures, which could include
legitimizing the use of bioweapons. In addition, given the many ways
of obtaining dangerous pathogens and the number of additional steps
required to use them as weapons, synthetic genomics has so far made
a limited contribution to today’s general bioterrorist threat. However,
when looking at some of the most feared and potent biological agents,
epitomized by smallpox, inaccessibility is seemingly the main defense
against nefarious use, a barrier which is destined to crumble with the
ongoing rapid advancement of the life sciences.
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