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• Is a function of Likelihood and Consequences

Risk  
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Risk Assessment Principles

• Ideally the risk assessment is conducted with a standardized, 
systematic methodology
• Results repeatable, comparable

• Define the problem (What is the question you are trying to answer)

• The risk assessment method should be as simple as possible
• Elaborate when needed 

• Those conducting risk assessments should be explicit about 
uncertainties

• Risk assessment methods can incorporate one or more 
approaches
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Traditional Biorisk Assessment Methods

• Typical risk assessment approaches use pure opinion to define the 
risk
• Lacks ability to repeat
• Can not be compared
• Difficult to communicate

• Laboratories often default to regulations to define biorisk practices
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Pure Quantitative Risk Assessment?

• In a quantitative scheme, the risk assessor assigns numerical 
values to the likelihood and consequences of the adverse event
• All data in the model should be quantitative

• For laboratory biorisks, currently there is limited data to 
numerically define the probability of an infection, exposure, 
release, theft, or loss

• Likewise, there is limited data existing to quantify the 
consequences of  disease
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So, how should a laboratory biorisk assessment 
be conducted?
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Key things to think about regarding biorisks

• Biorisk and scientific expert opinions are valuable

• The overall biorisk(s) for any process is made up of multiple 
factors
• Agent factors like route of infection, impact of disease on a host, etc
• Laboratory factors like equipment in use, animals in use, in place biosafety 

practices, etc
• Environmental factors like susceptible hosts, endemicity, etc 
• Threats for intentional (biosecurity) risks

• Not all factors impact the risk in the same way
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One risk assessment option

• Multiple criteria decision making has been widely accepted as a 
method to capture, compare, and aid in complex decision making 
processes
• Multi-Attribute Utility Theory (MAUT) is one method that has been used for 

assessment of risks and assessing risk management options

• Criteria can be organized in terms of likelihood and consequence
• And can be arranged in a hierarchy by relationships 

• Criteria can be weighted to reflect the variance of impact

• Criteria can be defined using absolute values
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Laboratory Biosafety Risk Assessment Project
(Biosafety RAM)

Risk = F (Likelihood, Consequence)

• Likelihood
• The likelihood of infection by the agent and the likelihood of exposure 

through an infectious route based on the procedures and work practices
• Consequences

• Of disease from accidental exposure

• Risks 
• To laboratory workers
• Risk of accidental exposure to human and animal community

9
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Likelihood of infection

• Routes of infection of the agent (and infectious dose via that route)
• Inhalation
• Ingestion
• Contact
• Percutaneous

• Stability of the agent

• Infection mitigation measures (existence of prophylaxis)
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• Potential of an inhalation exposure 
• Procedures
• Mitigation measures

• Potential of an ingestion exposure 
• Procedures
• Mitigation measures

• Potential of a percutaneous
• Procedures
• Mitigation measures

• Potential of a contact exposure
• Procedures
• Mitigation measures

Likelihood of exposure 
(based on the routes of infection)
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• Agent properties

• Morbidity

• Mortality

• Consequence mitigation measures

• Potential for secondary transmission

Consequence of disease
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Example Laboratory Worker Biosafety Risk
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Laboratory Biosafety Risk Assessment Project
(Biosafety RAM)
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Are there other options?

• There are multiple risk assessment models and methods which can 
be used to conduct biorisk assessments

• The key points for conducting a risk assessment are:
• Risk is a function of both the likelihood and the consequences
• Regulations or risk group definitions are not enough
• A risk assessment should be repeatable, comparable, and support risk 

management decision making

• The approach used should clearly answer the question
• E.g. What is the risk of a laboratory acquired infection to someone working 

on this research project in my lab?  
• E.g. What is the risk of an environmental exposure from this research 

project?
• E.g. What is the risk of theft of this valuable biological material from my 

laboratory?
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