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Guidance and Regulations
for Biloscience Laboratories

® Performance-based vs. prescriptive

= A performance approach generally defines what result is intended,
leaving how to achieve the result up to the user.

Prescriptive approaches outline specific requirements that must be
done.

® WHO Laboratory Biosafety Manual — 34 edition
® WHO Laboratory Biosecurity Guidance
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Bio Risk Management

® Is afunction of the likelihood an adverse event will occur and its potential
conseqguences
® Work with pathogens will always involve some level of safety and security
risk
® Resources for risk mitigation are not infinite
® Existing resources should be used efficiently
® Cannot protect against every conceivable adverse event
® Most biological materials occur in nature and can be isolated from nature

® Critical not to compromise legitimate operations

® Management must distinguish between “acceptable” and “unacceptable”
risks
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Risk Perception in Laboratories

Biosafety risks: laboratory-
acquired infections

® History of lab-acquired infections
= Often attributed to carelessness
or poor technlque

" Relatively few cases can be
attributed to direct accident
(mouth pipetting and sharps
injuries)

" Exposure to airborne pathogens
generally presumed to be most
plausible cause

®  Brucellosis is most common

® Sporadic infections in community
as aresult
® 1973 and 1978—England had 3
secondary cases of smallpox
" 1950—2 cases of Q fever in
household of scientist

®  1990—1 documented case of
Monkey B virus from animal
handler to wife

®  SARS—including 3 generations
(9 cases)

Biosecurity risks: laboratories
as sources of material for
malicious use

® Bioterrorism has emerged as a threat
to international security
® 1984 Rajneeshee religious cult
attacks
® 1990s Aum Shinrikyo attempts
® 2001 Anthrax attacks in the US

® Examples of illicit acquisition
" 1990s—Aum Shinrikyo ordered

Clostridium botulinum from a
pharmaceutical company

" 1995—Larry Wayne Harris, a white-
supremacist, ordered 3 vials of
Yersinia pestis from the ATCC

®  1995—L aboratory technician Diane
Thompson removed Shigella
dysenteriae Type 2 from hospital’s
collection and infected co-workers
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Risk Assessment: Integrated

Biosafety and Biosecurity
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* What is known about the agent?
* Associated with infections, toxicity,
oncogenicity, or allergies?
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( Place in Safety Risk Group ]

Determine appropriate
biosafety measures
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Review fundamental agent properties

* What is the potential for malicious use?

* What are the potential consequences of
malicious use?

[ Place in Malicious Use Risk Group ]

Does planned lab activity or
threat environment change risk?

Determine appropriate
biosecurity measures
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Defines Laboratory Operating Environment
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Risk Assessment

® Enables the professional (e.g. biosafety officer, responsible
official) to:
" Become familiar with the proposed work activities (procedures,
equipment, personnel)

" Be aknowledgeable and credible partner with the investigator to
develop a safe and secure environment for the work

® Review all activities associated with infectious materials
" Proposed work activities
= Personnel
= Storage
" Transfer and transport
" Destruction
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Biosafety Risk Assessment:
Safety Risk Group Evaluation

® What is known about the agent?

Pathogenicity — ability to cause disease
Virulence — degree of pathogenicity
Host range — restricted or broad, human, animals, plants

Communicability — are there reports of epidemics? Of laboratory
infections?

Transmission — means (e.g. direct contact, vector borne) and routes
(e.g. ingestion, inhalation)

Environmental stability — e.g. resistance to disinfection

® Additional agent factors:

Toxicity

Is the agent associated with cancer (e.g. Hepatitis B virus associated
with liver cancer)?

Does the agent or by-products induce allergic reactions (e.g.
Penicillin)?
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Safety Risk Groups PO ..o

® Risk Group 1
" No or low individual and community risk Aﬁl\
" Unlikely to cause human or animal disease \ }

® Risk Group 2 _k

" Moderate individual risk, low community risk

® Can cause disease but unlikely to be a serious hazard. Lab exposures
may cause serious infection, but effective treatment and preventative
measures are available and risk of spread of infection is limited

® Risk Group 3
" High individual risk, low community risk

® Usually causes serious human or animal disease but does not
ordinarily spread. Effective treatment and preventative measures are
available.

® Risk Group 4
" High individual and community risk

® Usually causes serious human or animal disease and can be readily
transmitted. Effective treatment and preventative measures are not
usually available
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Biosafety Risk Assessment:
Elements That May Modify Risk

® Does the environment or activity change the risk?
" Lab vs. field studies
" Animal studies?
" Procedures
® Does planned experiment have the potential to generate aerosols?
" Equipment
® Needles
Centrifuges

[
® Homogenizers
® Pipettes
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Biosafety Risk Assessment:
Elements That May Modify Risk

® Are their host factors that change the risk?

® Deficiencies in host defenses

® Pre-existing medical conditions — for example:
" Asplenia, eczema

" Reproductive hazards

® Pregnancy, teratogens, mutagens — for example:
" Rubella, Toxoplasma, Chlamydia

= Allergies

® Foreign proteins, vaccine constituents, antimicrobial therapies
— for example:
" Animal dander, egg proteins, latex

" mmunization status

® Immunization against workplace pathogens but ...
" Not always the answer (vaccine efficacy, safety issues)

" Behavioral elements
® Education, training, experience, motivation, attentiveness
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Biosecurity Risk Assessment

1. Evaluate assets (agent
assessment)

2. Evaluate lab activity

3. Evaluate threat environment
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BIOLOGICAL THREAT REDUCTION

Biosecurity Risk Assessment:
Malicious Use Risk Group Evaluation

® Assess value of the agents from an
adversary’s perspective
" Consequences
® Population

Transmissibility
Mortality
Morbidity

® Economic
® Psychological

" Weaponization potential
® Acquisition

Natural
Laboratory
Synthetic biology

® Production

R&D
Covert production
Ease of storage

® Dissemination

Route of infection (e.g. aerosol, ingestion)
Environmental hardiness

REPORTS

Chemical Synthesis of Poliovirus

cDNA: Generation of Infectious

Virus in the Absence of Natural
Template

Jeronimo Cello, Aniko V. Paul, Eckard Wimmer*

|9 AUGUST 2002 VOL 297 SCIENCE  www .sciencemag.org
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Biosecurity Risk Assessment:
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Malicious Use Risk Groups

Nonpathogenic

® Malicious use would have insignificant or no
consequences

Low
= Difficult to deploy, and/or
" Malicious use would have few consequences

Moderate

" Relatively difficult to deploy, and
" Malicious use would have localized consequences with low to moderate
casualties and/or economic damage, and potentially cause pervasive
anxiety
High
" Not particularly difficult to deploy, and

" Malicious use could have national or international consequences,
causing moderate to high casualties and/or economic damage, and the
potential to cause mass panic and significant social disruption

Extreme

" Would normally be classified as highly attractive, except that they are
not found in nature (eradicated)

" Could include genetically engineered agents, if they would otherwise be
classified as highly attractive
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Biosecurity Risk Assessment:
Elements That May Modify Risk

® Adversary Classes
" Terrorist
"  Extremist
" Criminal
® Insiders
" Authorized access to the facility, dangerous
pathogens, and/or restricted information

Distinguish Insiders by level of authorized
access

® Sijte

® Building
® Asset

Facility management, site security, and local
law enforcement interviews

® Qutsiders
" No authorized access
Local law enforcement, site security, and

intelligence community interviews
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g Risk Management:
Implementation of Biosafety

Practices &
procedures

Secondary

Primary
barriers
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Risk Management:
Implementation of Biosecurity
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Strengthening Biological
Risk Management

Vision for Integrated
BioRisk Management:

Increased focus on

“‘awareness” to change
cument culiure

l . Clarify terminology

A Development of targeted
Biorisk “training strategies”

Securing “commitment”

T from key stakeholders,
including governnment
officials, who must be on
board

Continue increasing
“capacity” based on
Regional/Country needs
and establish
accountability through
development of Country
“report cards”

WORLD HEALTH ORGANIZATION
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Contact Information
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