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Evolution of the Biological Threat

• The biological threat has 
evolved in concert with 

Increasing emergence and 
re-emergence of highly 
infectious disease
Advance of biotechnology 
globally 
Rise of transnational, 
asymmetric terrorism

• This recent “globalization” of the biological threat has 
broadened the availability of materials, technologies, and 
expertise needed to maliciously disseminate infectious disease

Mt. Merapi, Yogyakarta, Indonesia
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Infectious Disease

• Global outbreaks of emerging and re-emerging 
infectious disease present a growing threat to 
international security

• Most dangerous infectious diseases are often 
tropical diseases that emerge in developing 
countries

• Infectious diseases now spread across borders 
as never before

• Natural outbreaks represent unpredictable 
sources of dangerous pathogens for terrorists

SARS virus

FMD outbreak UK

Presenter�
Presentation Notes�
By 2007, over 50 percent of world population will live in urban areas, marking the first time in history that there will be a larger urban than rural population.
By 2025, nearly 60 percent—some 3.9 billion people—of the total world population will live in urban centers.
Today, 950 million people, or 40 percent of urban dwellers in the developing world, live in slums—where they lack services such as sufficient living space, clean water, and basic sanitation.

Hendra, Nipah and SARS viruses in parts of Asia
Ebola and Marburg in Africa  
HIV is now endemic to all continents except Antarctica 

Migration, urbanization, and the dynamic movement of people, animals and goods in the global marketplace affecting infectious disease

In 2003, SARS infected over 8,000 people and killed almost 800 

Recent re-emergence of polio in Indonesia, Yemen 

1999 Nipah outbreak in Malaysia killed 105 people and thousands of pigs
Over 900,000 pigs culled 
FAO estimates total cost close to $450 million


�
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Highly Pathogenic Avian Influenza

• H5N1 strain of highly pathogenic avian 
influenza first emerged in 1997 and has spread 
to 59 countries

Officially 306 people infected, and 185 fatalities
Has also infected other mammals

• Sequencing of the 1918 pandemic influenza 
virus revealed that H5N1 is very similar 
(Taubenberger 2005)

Unlike the strains of the 1958 and 1967 
pandemics

Avian influenza virus

• The virus is evolving 
Strain in Turkey had mutations that made it 
more adaptable to humans than birds
Strain in Vietnam resistant to Tamiflu®
Confirmed human-to-human transmission in 
Indonesia

Presenter�
Presentation Notes�
Cats, dogs, ferrets, mice�

http://www.stanford.edu/group/virus/orthomyxo/2004plattross/pages/H5N1.htm
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Biotechnology and the Life Sciences

• Rapid expansion of bioscience worldwide is 
perhaps the most significant influence on 
the biological threat

• Viable and virulent organisms are stored 
and used in more legitimate bioscience 
facilities across the globe than ever before

• Individuals with the expertise necessary to 
misuse biology can be found in nearly all 
areas of the life sciences internationally

• The tools necessary to develop and 
disseminate a low-grade biological weapon 
are ubiquitous

Presenter�
Presentation Notes�
Bioterrorism, infectious disease, and biotechnology causing rapid expansion in number of high-containment (BSL3 and BSL4) bioscience facilities 
Very expensive to build and operate

Recent US survey:  277 high-containment facilities in 46 states—total of 598 BSL3 labs

Singapore invested $300 million building Biopolis, a hub for biomedical research 
In 2003, Singapore had 3 BSL3 laboratories 
Expects as many as 15 BSL3 labs by next year

In 2000, South Korea had 1 biotechnology firm listed on the Korean Stock Exchange—23 listed in 2003

Malaysia-MIT Biotechnology Partnership Program, planning BioValley Malaysia, a cluster of 3 national biotechnology institutes

These labs critical in fight against infectious diseases, but also present serious risks if staff does not handle dangerous biological agents safely and securely

There is a concurrent increase in the number of high containment bioscience laboratories that handle infectious biological agents, due in part to the expanding need for diagnostics to support disease surveillance, research into basic pathogenesis, and drug development. 

Laboratory-acquired infections of SARS in 2003 occurred in BSL3 and BSL4 laboratories and were the result of poor biosafety practices
Sophisticated security systems can be circumvented if the people with access to dangerous pathogens are not trustworthy, reliable, and trained to abide by the security protocols�
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Double-Edge Sword of Biotechnology

• Chemical synthesis
2002 – polio virus (Stony Brook)
2003 – phi-X174 virus (Venter)
2005 – 1918 influenza virus (Taubenberger)

• Advance of biotechnology will ease
Acquisition barriers
Production barriers
Dissemination barriers

• Genetic modification
2001 – IL-4 and mousepox (Australia)
2003 – IL-4 and mousepox (St. Louis)

Presenter�
Presentation Notes�
The fundamentally “dual-use” nature of all the technical building blocks of biological weapons—materials, technology, and expertise—not only provide ample opportunities for terrorists to exploit but also make imposing controls extremely difficult.

Will ease acquisition barriers
More high containment laboratories will result in increased distribution of dangerous pathogens 
Publications, patents, internet-based outbreak monitoring provide increasing amounts of information for acquiring dangerous pathogens
Over time, more individuals will obtain skills and technologies to create dangerous pathogens through chemical synthesis and genetic engineering

Will ease production barriers
Widely available instructions for isolating agents, making growth media, and growing cultures will proliferate
Increasingly more people, with less training, can master amplification and processing skills

Will ease dissemination barriers
Agricultural sprayers becoming more sophisticated, capable of disseminating small-size droplets
Pharmaceutical industry R&D on methods for aerosol delivery of medical drugs (including processing organisms to withstand environmental stressors) 
Efficient global travel enhances the opportunity for disease to spread great distances rapidly
�
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Origins of Bioterrorism

• In 1910, the Pancho Villa guerillas used 
shards of pottery and obsidian laced 
with botulinum toxin to attack federal 
sentries  

• In 1952, the Kenyan Mau Mau separatist 
group used African milk brush toxin to 
poison steer

• In 1981, Dark Harvest, an environmental 
extremist group in the United Kingdom, 
delivered anthrax-contaminated soil to a 
political party conference

• In 1984, Rajneeshees cult contaminated 
restaurant salad bars in The Dalles, 
Oregon with salmonella bacteria

Bhagwan Shree Rajneesh

Gruinard Island, UK



8 8

Escalation of Bioterrorism

Aerosolization of Bacillus anthracis and 
botulinum toxin by Aum Shinrikyo

Amerithrax

• Aum Shinrikyo – 1990s
Aerosolized and disseminated 
biological agents in Japan

• Vaccine strain of Bacillus 
anthracis

• Inactive strain of Clostridium 
botulinum

• US anthrax attacks – 2001  
Highly refined:  4-7 letters 
contaminated over 60 different sites
Highly virulent:  killed 5, injured 22

Presenter�
Presentation Notes�
The Biological Weapons threat is shifting from state-based programs to terrorists.
The Aum cult is most famous for its dissemination of sarin neurotoxin in the Tokyo subway system.  This 1995 attack killed 12 and sickened hundreds.
�
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Laboratory Biosafety and Biosecurity

• Laboratory biosafety
Objective:  reduce or eliminate accidental exposure 
to or release of potentially hazardous agents 

• Laboratory biosecurity
Objective:  protect biological agents against theft 
by those who intend to cause harm 

• Common strategy
Implement graded levels of protection based on a 
risk management methodology

• Control of certain biological materials is 
necessary, but how that is achieved must be 
carefully considered  

Laboratory biosecurity and biosafety should be 
integrated systems that avoid compromising 
necessary infectious disease research and 
diagnostics

Yersinia pestis

Francisella 
tularensis 
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Biosecurity and Biosafety Based 
on Risk Management

• Laboratory work with pathogens will always involve some level of safety 
and security risk 

• Most biological materials occur in nature and can be isolated from nature
• Critical not to compromise legitimate bioscience operations

Systems should be designed to address unique situations
• Resources are not infinite; existing resources should be used efficiently
• Management must distinguish between “acceptable” and “unacceptable” 

risks
Ensure that protection and the cost is proportional to the risk

Protect against 
unacceptable risk 
scenarios

Develop incident 
response plans 
for acceptable 
risk scenarios

Po
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Consequences
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Presenter�
Presentation Notes�
Risk assessment & Risk management are linked and successful Risk management is achieved when one has a broad and thorough knowledge of the hazard.�
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Risk Perception in Laboratories

Biosafety risks: laboratory- 
acquired infections

• History of lab-acquired infections
Often attributed to carelessness 
or poor technique
Relatively few cases can be 
attributed to direct accident 
(mouth pipetting and sharps 
injuries)
Exposure to airborne pathogens 
generally presumed to be most 
plausible cause
Brucellosis is most common

• Sporadic infections in community 
as a result

1973 and 1978—England had 3 
secondary cases of smallpox
1950—2 cases of Q fever in 
household of scientist
1990—1 documented case of 
Monkey B virus from animal 
handler to wife
SARS—including 3 generations 
(9 cases)

Biosecurity risks: laboratories as 
sources of material for malicious 
use

• Bioterrorism has emerged as a threat 
to international security

1984 Rajneeshee religious cult 
attacks
1990s Aum Shinrikyo attempts
2001 Anthrax attacks in the US

• Examples of illicit acquisition
1990s—Aum Shinrikyo ordered 
Clostridium botulinum from a 
pharmaceutical company
1995—Larry Wayne Harris, a white-
supremacist, ordered 3 vials of 
Yersinia pestis from the ATCC
1995—Laboratory technician Diane 
Thompson removed Shigella 
dysenteriae Type 2 from hospital’s 
collection and infected co-workers
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Risk Assessment: Integrated 
Biosafety and Biosecurity
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Risk Management: 
Implementation of Biosafety

Reservoir of pathogenReservoir of pathogen

Portal of escapePortal of escape

TransmissionTransmission

Route of entry/infectious doseRoute of entry/infectious dose

Susceptible hostSusceptible host

Incubation periodIncubation period

Risk Assessment

Risk Assessment

PPE

Immunization

Surveillance

Practices/

Equipment
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Risk Management: 
Implementation of Biosecurity
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Biosecurity Risk Assessment

1. Evaluate assets (agent 
assessment)

2. Evaluate lab activity 

3. Evaluate threat environment

Presenter�
Presentation Notes�
The fundamental reason for risk assessment is to understand the problem, and make choices.  You can’t protect against everything.

Evaluate assets
	Biological agents
	Information 
	Operational Systems

Evaluate threat
Insiders
Outsiders
What capabilities do they have?  What is their threat potential?

Evaluate risk
Prioritize risks and group into broad categories of high, moderate, and low risks

�
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• Assess value of the agents from an 
adversary’s perspective 

Consequences
• Population

Transmissibility
Mortality 
Morbidity

• Economic
• Psychological

Weaponization potential
• Acquisition

Natural
Laboratory
Synthetic biology

• Production
R&D
Covert production
Ease of storage 

• Dissemination
Route of infection (e.g. aerosol, ingestion)
Environmental hardiness

Biosecurity Risk Assessment: 
Malicious Use Risk Group Evaluation

Presenter�
Presentation Notes�
The Biosecurity assessment requires that we assess the agents from an adversary’s perspective. We now consider the weaponization potential and possible consequences of release. �
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Biosecurity Risk Assessment: 
Elements That May Modify Risk

• Consider lab experiments
Does planned experiment produce an agent 
with higher weaponization potential or higher 
potential consequences?

• Increased stability
• GMOs
• Large quantities
• Aerosol challenges

Presenter�
Presentation Notes�
And like the Biosafety assessment, we must consider how experiments may alter the agent, possibly changing the risk. �
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• Adversary Classes
Terrorist
Extremist
Criminal

• Insiders 
Authorized access to the facility, dangerous 
pathogens, and/or restricted information
Distinguish Insiders by level of authorized 
access

• Site
• Building
• Asset

Facility management, site security, and local 
law enforcement interviews

• Outsiders
No authorized access
Local law enforcement, site security, and 
intelligence community interviews

Biosecurity Risk Assessment: 
Elements That May Modify Risk

Presenter�
Presentation Notes�
In addition, we must consider potential adversaries. There are the garden variety terrorists, extremists and criminals. Insiders and outsiders may be a subset of any of the above types of adversaries. �
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• Nonpathogenic
Malicious use would have insignificant or no 
consequences

• Low 
Difficult to deploy, and/or 
Malicious use would have few consequences

• Moderate
Relatively difficult to deploy, and 
Malicious use would have localized consequences with low to moderate 
casualties and/or economic damage, and potentially cause pervasive 
anxiety 

• High
Not particularly difficult to deploy, and
Malicious use could have national or international consequences,
causing moderate to high casualties and/or economic damage, and the 
potential to cause mass panic and significant social disruption

• Extreme
Would normally be classified as highly attractive, except that they are 
not found in nature (eradicated)
Could include genetically engineered agents, if they would otherwise be 
classified as highly attractive

Biosecurity Risk Assessment: 
Malicious Use Risk Groups

Presenter�
Presentation Notes�
Analogous to safety risk groups, mentioned in Joe’s presentation, we will assign biosecurity risk groups. �
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Laboratory Biosecurity System

• Biosecurity system components
Physical security 
Personnel security
Material handling and control measures
Transport security
Information security
Program management practices

• Each component implemented based on results of risk assessment

• In general, biosecurity for
Moderate risk focuses on the insider 
High risk focuses on both the insider and the outsider

Presenter�
Presentation Notes�
A Biosecurity system is comprised of several components, each of which is implemented in a graded fashion and based on a risk assessment. We will discuss each component in more detail. �
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Physical Security: 
Concentric Layers of Security

• Property Protection Areas
Low risk assets

• Grounds
• Public access offices
• Warehouses

• Limited Areas
Moderate risk assets

• Laboratories
• Sensitive or administration offices
• Hallways surrounding Exclusion Areas

• Exclusion Areas
High risk assets

• High containment laboratories
• Computer network hubs

Presenter�
Presentation Notes�
A bank is an example of a facility with concentric layers of protection. 

Fence: sidewalk
Protected area: Lobby
Limited area: Teller area
Exclusion area: vault ($$$)
�
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Physical Security: Access Controls

• Access control ensures that only authorized individuals 
are allowed into certain areas

Increasingly strict controls as you move toward higher risk 
assets

• Property Protection Areas: Fences
Mark the boundaries of your property
Announce your intention to protect the property
Elicit strong statement of intent from intruder
Terrain features can also serve this purpose

• Limited Areas
Unique item
Controlled possession
Electronic or physical key

• Exclusion Areas
Unique item
Unique knowledge
Controlled possession
Electronic key card and keypad or biometric device

or
Controlled key and second individual to verify identity

Presenter�
Presentation Notes�
Access controls are an important component of physical security. Examples of controls for the various layers are provided in this slide. �
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• Intrusion Detection
Guards
Electronic sensors

• Alarm Assessment
Validation of violation before response
Can be direct (guards) or remote (video)

• Response
On-Site Guard Force

• Supports electronic systems
• Patrols or guards perimeter and buildings
• Summons and directs local law enforcement

Local law enforcement (police) support
• Reinforces or substitutes for on-site guard 

force
• Memorandum of understanding 

Physical Security: 
Intrusion Detection and Response

Presenter�
Presentation Notes�
In addition to access controls, intrusion detection and response should also be implemented as part of the physical security repertoire.

Guns/guards and gates may be an option, alternatively a facility may decide that canines are a sufficient form of detection. �
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Personnel Security: Screening

• Conduct screening for authorized individuals
Degree of scrutiny commensurate with level of risk associated with 
the position

• Need for unescorted access to restricted areas
• Types of assets held in the restricted areas
• Level of authority in association with high risk materials

• Mechanisms
Verify credentials
Check references
Criminal history
In-depth background investigation

Presenter�
Presentation Notes�
Make a determination regarding the suitability of the individual to hold the position based on the data available from the individual’s employment application and background investigation results

An in depth investigation may not be feasible for some institutions, but verification of credentials, education, work ethic and trustworthiness are all potentially verifiable pieces of information that can be used for screening. 

Background investigation elements may include any or all of the following:
Criminal history checks
Education verification
Employment verification
Credit history
Medical records (psychological, drug, and alcohol)
Nationality verification
Military records
Driving records and license verification
International terrorism affiliations

Level 1 (most severe) issues may include:
Any evidence of dishonesty or fraud in application 
Any loss of professional licensure
Any loyalty or terrorism issue
Level 1 issues almost always make an individual unsuitable for employment.

Level 2 issues may include:
Patterns of conduct (e.g., alcoholism or drug addiction, financial irresponsibility, or criminal conduct)
Other-than-honorable military discharge
Major criminal activity (e.g., extortion, rape, manslaughter, child abuse, armed robbery, embezzlement, major drug-related offenses or perjury)
Political activity directed against the government
Level 2 issues may make an individual unsuitable if they are in high or moderate risk positions and the event is recent.

Level 3 issues may include:
Driving while intoxicated or under the influence of an illegal substance
Theft or forgery
Disorderly conduct, assault, criminal mischief, or harassment
Level 3 issues may make an individual unsuitable if they are in high or moderate risk positions, the event is recent and/or there is more than one occurrence.

Level 4 issues may include:
Minor traffic violation
Bad check
Minor disruptive conduct (e.g., trespassing, vagrancy, loitering, or disturbing the peace)
Level 4 issues are minor and usually do not impact an individual’s suitability for employment unless there are many occurrences that are recent; otherwise these events are usually indicative of a need for further investigation or clarification.
�
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Personnel Security: Badges 

• Badge return
Upon employee termination
Daily or at the conclusion of a limited term for visitors

• Report lost or stolen badges

• Badges should be issued to those individuals authorized to be in 
restricted areas

ABC Organization
ABC Site

002

JANE DOE

VISITOR

IS:  02/25/04
EX: 02/28/04

ABC Organization
ABC Site

001

JANE DOE

Access Level

003

Building
Badge

ABC Organization
ABC Site

Presenter�
Presentation Notes�
Badges may not be appropriate for every facility. An alternative would be a guard at the entry with names and photographs on file for personnel verification.

Employee badges may include:
Institution identifier 
Individual’s photograph
Individual’s name
Expiration date (visible and/or encoded when badge contains electronic access control capability)
Other badge features could include:
Indication of whether the individual is authorized to access animal areas
Indication of whether the individual is an emergency responder.�
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Personnel Security: 
In-Processing and Out-Processing

• In-Processing
Complete all required forms, safety training, 
security training and immunizations as 
applicable for work environment

• Out-Processing
Retrieve keys 
Access changes or termination
Retrieve property
Deactivate computer and electronic access 
accounts
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Personnel Security: Visitor Controls

• Types
Personal Visitors

• Family members
Casual Visitors

• Tours, seminars
• Equipment repair technicians

Working Visitors
• Visiting researchers
• Facility maintenance personnel

• Controls
All visitors should have a host at the facility
Visitors should be escorted in restricted areas
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Information Security

• Protect information that is too sensitive for 
public distribution

Label information as restricted
Limit distribution
A review and approval process aids in the 
identification of sensitivities
Restrict methods of communication
Implement network and desktop security

• Biosecurity-related sensitive information
Security of dangerous pathogens and 
toxins

• Risk assessments
• Security system design

Access authorizations

Presenter�
Presentation Notes�
Also, need to store it securely

Overall, need to protect information that would allow an adversary to gain access.
Many of these procedures are likely already followed for personal and financial information.

Further information
Communication: insecure transmission of information can lead to accidental release.  Transmission of moderate or highly sensitive information should occur only via approved methods:
Mail, email, or fax security is required
Limited discussions in open areas
Information should only be reproduced when needed and each copy must be controlled as the original

Network Management
The network on which all information is transmitted should be protected: infrstructure, servers, remote access, wireless

Users
Each system within the network should maintain a level of security: network layered access, desktop security, wireless

Additional Points
You may want to make sensitivity levels
Low (open or public information)
Moderate (limited access information)
High (exclusive or strict access information)

Review and approval process aids in the identification of sensitivities
Individuals are responsible for control of information
Consistent marking methods
�
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Information Security: 
Communication and Network Security

• Communication Security
Mail, email, or fax security is required
Limited discussions in open areas
Information should only be reproduced when needed and each copy 
must be controlled as the original

• Network Security
Firewalls
User authentication
Virus protection
Layered network access
Desktop security
Remote and wireless access controls

• Encryption
• Authentication
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Material Control & Accountability: 
Objectives

• Ensure the complete and timely knowledge of:
What materials exist
Where the materials are located
Who is accountable for them

• Operating procedures associated with the 
materials

Location of storage and use
Identification
Inventory

• Documentation and reporting requirements
• Purpose is NOT to detect whether 

something is missing

Presenter�
Presentation Notes�
Of course, if MC&A reveals that something IS missing, fine!
	Procedures need to be in place to deal with that eventuality
	However, such a successful detection is a fringe benefit
	…MC&A is not expected to detect diversion

So what good is having that knowledge about what / where / who? What’s the purpose?
	Deterrent to insider diversion
	Nothing is done outside of the limelight—it’s all on record, not hidden from others
	Helps localize potential sources in case of suspected use
	Enables reducing threat from sabotage: can have measures to ensure that critical stocks aren’t vulnerable
	others?

For DISCUSSION…
	Is this it?
	Have we properly identified the “objectives” for MC&A?
	Historical information—what is required?
	Anything else?
�



33 33

Material Control and Accountability

• Agent
What agents are high risk?
Viable? Whole organism or DNA?

• Quantity
Any amount can be significant
A threshold amount for toxins

• Form
Repository stocks, working samples, in host, 
contamination

• Detail—what level is adequate for MC&A?
Material as items
Each vial as a separate inventory record?

• When does MC&A start & stop?
Naturally occurring; clinical samples; disposition

Presenter�
Presentation Notes�
Agent Issue
There are many different pathogens and toxins!
USDA/ HHS regulated agents list: 82              (http://www.cdc.gov/od/sap/docs/salist.pdf)
Need to be able rapidly to accommodate new HCPTs, not yet on the list
How much of the organism is required? e.g., a virus, non-viable virus, DNA of the virus, section of DNA
Quantity Issue
Quantity of replicating organisms is not meaningful to discover something missing
No such thing as “significant quantity”, as exists in nuclear arena
Depends on the material: e.g. quantities of toxins below a certain level may be insignificant
Form Issue
HCPTs exist in a wide variety of forms, for example:
present in liquid solution in a laboratory container (isolate in sealed vial)
infecting a biological organism (such as a lab animal or other host, and its waste)
contaminating equipment, such as an air filter in a fume hood
spores that are airborne
Detail Issue
Need to aggregate into discrete, countable units (“items”)
bulk material is continuously variable (weight, volume)
We are not counting microbes, however!
Capture Issue
Naturally-occurring materials (e.g., anthrax dug up from the dirt and grown in a Petri dish)
Clinical sample taken from a (suspected?) host or vector, suspected but not yet diagnosed
Uniformity Issue
Question of legal scope and uniform application of MC&A measures
Future Issue
MC&A measures need to adapt to the changing environment
New knowledge & technology that can change the situation for biosecurity
(What if we can create DNA directly from constituent nucleic acid building blocks)�
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• Control is either…
Engineered / Physical
Administrative

• Containment is part of material control
Containment Lab / Freezer / Ampoule

• Procedures are essential for material control
For both normal and abnormal conditions

Material Control and Accountability

Presenter�
Presentation Notes�
Example of engineered control:
Autoclave that requires operator to specify contents before running, and keeps a log of all operations

Example of administrative control:
Procedural requirement to work with a particular pathogen in one particular fume hood within an appropriate biosafety level

Normal conditions:
Storage
Use
Changes: creation, modification, destruction

Abnormal conditions:
Inventory discrepancies
Anomalies
Accidents

�



35 35

Material Control and Accountability

• All material should have an associated “accountable person”
The person best in a position to answer questions about the 
associated material
Not someone to blame!
Ensure that no material is “orphaned”

• Procedures should ensure accountability
Experimental work: laboratory procedures
Inventory: know what you have
Reporting: document routine MC&A practices
Audit/ assessment: is this working?

• Ensures effective implementation of MC&A
Training: personnel understand requirements

Presenter�
Presentation Notes�
Accountable person assigned by management
Could be a system with different levels:
Person accountable for a laboratory,
Person accountable for a project, etc.
“Accountable Person”:
The person best in a position to answer questions about the associated material
Not someone to blame!
Ensure that no material is “orphaned”

Procedures
Experimental work: laboratory procedures
Inventory: establish and maintain
Reporting: document routine MC&A practices
Audit/ assessment: is this working, and effective?
Training: personnel understand requirements

INVENTORY
Physical Inventory
The actual state of the material inventory
Based upon an inventory taking
Performed periodically
Book Inventory
What we think is the material inventory
Based upon our information record
Maintained continuously
Need to compare the book inventory with the physical inventory and reconcile any discrepancies
Book inventory now an issue for information security:
Who needs to know?	Who needs to know what?
Audit/ assessment ensures effective implementation of MC&A

For DISCUSSION…		Issues
Timeliness
How soon do information records need to be updated?
Abstraction
How to combine information and remove details at higher levels of organization?
Authorization
To write information
To read information
Retention
How long is the information kept, even after the material itself has been disposed of?
At what level of detail?
Audit
How often?
By whom?

Not only is it important to have answers to these questions…
also critical to have reasonable and justifiable criteria for determining the answers
- such criteria are perhaps what is most relevant to include in the Implementation Guidelines (LBIG)
�
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Transport Security: Internal Transport

• Movement of materials to and from restricted areas within a facility
• May involve personnel from

Labs
Shipping areas
Receiving areas
Disposal areas (e.g. autoclave and incinerator rooms)

• Move materials safely and securely
Standard Operating Procedures
Leak-proof containers
Pre-approval?
Tracking?
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Transport Security: External Transport

• Movement of materials from one 
facility to another facility

• May involve commercial carriers

• Occur within a wide array of 
international and state regulations 
and standards

• Must be able to move frozen 
materials efficiently

• Need to be cost-effective

• International transport of 
infectious materials is regulated

http://www.iata.org/index.htm
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Transport Security: 
Facility Responsibilities

• Personnel security
For people who have access to dangerous pathogens and toxins or 
information during transfers

• Establish chain of custody (tracking)
Record all individuals who have contact with the dangerous 
pathogens and toxins 

• Provide physical security
For packages that need temporary storage

• Protect transport documentation 

• Determine who is able to authorize, transport, and receive 
dangerous pathogens and toxins

Presenter�
Presentation Notes�
At the facility level, this is what can be done…
Occur within a wide array of international and state regulations and standards�
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Carrier Security

• Carriers should provide security by
Ensuring reliable and trustworthy people handle the package
Controlling access to transport facilities, docks, and vehicles
Tracking shipping progress
Providing ongoing security training for employees
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Laboratory Biosecurity Supports 
Laboratory Biosafety

• Laboratory biosecurity supports the 
laboratory biosafety agenda of preventing 
disease in people, animals, and plants and 
minimizing the risk of worker injury

• Safe and secure laboratories help 
Ensure the containment of hazardous 
infectious substances in laboratories
Maintain citizens’ confidence in the 
activities of the bioscience research 
community 
Increase transparency to investors in the 
biomedical and biotechnology industries 
Protect valuable research and commercial 
assets 
Reduce the risks of crime and 
bioterrorism
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Similar Physical Aspects of 
Biosafety and Biosecurity

Biosafety
• Physical protection

Increasing levels of 
physical containment to 
prevent the accidental 
release of dangerous 
biological agents

• BSL-1
• BSL-2
• BSL-3
• BSL-4

Examples: negative air 
pressure, cabinets and 
hoods

Biosecurity
• Physical protection

Graded protection 
designed to secure 
dangerous biological 
agents from adversaries

• Property Protection 
Area

• Limited Area
• Exclusion Area

Examples: access controls,  
intrusion detection
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Similar Procedural Aspects of 
Biosafety and Biosecurity

Biosafety
• Material control and 

accountability
Handling procedures to  
prevent accidental infection
Use of personal protective 
equipment

• Personnel reliability
Background checks to 
ensure proper credentials 
to handle dangerous 
organisms
Policies to prevent 
untrained individuals from 
working with materials that 
pose a biosafety risk

Biosecurity
• Material control and 

accountability
Basic inventory  procedures 
to limit opportunities for 
illicit acquisition
Designation of laboratory 
workers responsible for 
specific material

• Personnel reliability
Background checks to 
ensure personnel are 
reliable and trustworthy
Procedures to remove 
unauthorized personnel 
from secure areas
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Similar Procedural Aspects of 
Biosafety and Biosecurity, cont.

Biosafety
• Transport

Requirements to ensure the 
safe transport of materials 
within a lab
Federal and international 
regulations governing the 
transport of infectious 
substances outside the lab

Biosecurity
• Transport

Best practices to ensure the 
secure transport of materials 
both inter-facility and intra-
facility
Chain of custody where 
appropriate

Biosafety and Biosecurity share a variety of components
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Potential Conflicts between 
Biosafety and Biosecurity

• Emergency alarm – electronic locks
Safety – doors fail open
Security – doors fail secure

• Emergency egress
Safety – move people into the safest location as 
quickly as possible
Security – prevent people from moving into or 
through restricted areas

• Emergency response
Safety – provide emergency responders with 
locations of hazards and responsible individuals
Security – control distribution of sensitive 
information only to those with a need to know

• Signage
Safety – identify hazardous substances and 
responsible parties
Security – avoid identification of target materials 
or individuals with access

• Keys required inside laboratory areas
Safety – contamination concern
Security – multiple layers of access
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Thank You!

Reynolds M. Salerno, Ph.D., Manager 
International Biological Threat Reduction 

Sandia National Laboratories 
PO Box 5800, MS 1371 

Albuquerque, NM 87185 USA 
Tel. 505-844-8971 
Fax. 505-284-8870 
Cell. 505-440-6387 

Email. rmsaler@sandia.gov 
www.biosecurity.sandia.gov


	Slide Number 1
	Evolution of the Biological Threat
	Infectious Disease
	Highly Pathogenic Avian Influenza
	Biotechnology and the Life Sciences
	Double-Edge Sword of Biotechnology
	Origins of Bioterrorism
	Escalation of Bioterrorism
	Laboratory Biosafety and Biosecurity
	Slide Number 10
	Biosecurity and Biosafety Based �on Risk Management
	Slide Number 12
	Risk Perception in Laboratories
	Risk Assessment: Integrated �Biosafety and Biosecurity
	Risk Management: �Implementation of Biosafety
	Slide Number 16
	Biosecurity Risk Assessment
	Biosecurity Risk Assessment:�Malicious Use Risk Group Evaluation
	Biosecurity Risk Assessment:�Elements That May Modify Risk
	Biosecurity Risk Assessment:�Elements That May Modify Risk
	Biosecurity Risk Assessment: �Malicious Use Risk Groups
	Laboratory Biosecurity System
	Physical Security:�Concentric Layers of Security
	Physical Security: Access Controls
	Slide Number 25
	Personnel Security: Screening
	Personnel Security: Badges 
	Personnel Security:�In-Processing and Out-Processing
	Personnel Security: Visitor Controls
	Information Security
	Information Security:�Communication and Network Security
	Material Control & Accountability:�Objectives
	Material Control and Accountability
	Material Control and Accountability
	Material Control and Accountability
	Transport Security: Internal Transport
	Transport Security: External Transport
	Transport Security: �Facility Responsibilities
	Carrier Security
	Laboratory Biosecurity Supports �Laboratory Biosafety
	Similar Physical Aspects of �Biosafety and Biosecurity
	Similar Procedural Aspects of �Biosafety and Biosecurity
	Similar Procedural Aspects of �Biosafety and Biosecurity, cont.
	Potential Conflicts between �Biosafety and Biosecurity
	Thank You!

