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Bioscience Research
and International Security

• Bioterrorism has emerged as a threat to international 
security

1984 Rajneeshee religious cult attacks
1990s Aum Shinrikyo attempts
2001 Anthrax attacks in the US

• Recent natural outbreaks of highly infectious disease 
awakened the international community to the potential 
consequences of bioterrorism

• The rapid expansion of biotechnology has facilitated 
efforts to acquire, develop, and deploy biological 
weapons (BW)

Apprehension about the availability of bioscience 
materials, technology, and expertise

• Increase in public concern about the safety and security 
of high-containment bioscience facilities

Today, BW proliferation is a global problem that requires 
global solutions
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The BWC and Biosecurity

• Bacteriological (Biological) and Toxins 
Weapons Convention (BWC) addresses three 
relevant issues

National Implementing Legislation
National Pathogen Security (biosecurity)
International Cooperation

• Recent technical experts meetings to 
strengthen the BWC

States Parties agree to pursue national 
implementation of laboratory and 
transportation biosecurity (2003)
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National Implementing Legislation

• Article IV requires that each State Party enact implementing 
legislation for enforcement of the BWC

• Places an obligation on States to control misuse by both State 
agencies and non-state agencies within its jurisdiction or control

• May require modification of criminal code or other laws

Smallpox virus

FMD virus
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National Pathogen Security

• Article II mandates States Parties to take appropriate measures to 
protect the public and the environment from dangerous biological
agents

• Article III indicates that States Parties cannot provide resources to 
others to misuse biological agents 

Obligates States Parties to use caution when transferring or sharing 
biological agents and toxins that could be used maliciously
Mandates that States Parties only transfer these agents for peaceful 
purposes and that those receiving them are known to be qualified to 
handle the agents

• Article VII compels States Parties to assist a State Party that has 
been harmed by the misuse of biological agents

Understanding that States Parties are responsible for the safety and 
security of their biological resources, and must attempt to ensure that 
other States Parties cannot be harmed by biological weapons
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International Cooperation

• Article V sets a precedent for cooperation between nations in 
accomplishing the goals and objectives of the BWC

Recognizes the United Nations and its affiliate organizations, such as 
the World Health Organization (WHO) and the Food and Agriculture
Organization (FAO), as important players in engaging the Convention

• Article X indicates that all States Parties should cooperate and
share information and biological agents to the degree possible 
without violating other aspects of the BWC

Understanding that a State Party which requests biological agents be 
able to demonstrate that it is able to use the agents safely, securely, 
and legitimately
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Recommended Measures 
at the National Level

• BWC Implementing Legislation that bans the development, 
production, and stockpiling of biological weapon agents, toxins,
equipment, and means of delivery

• National Legislation for Laboratory and Transportation Biosecurity
List or methodology for identifying pathogens to be controlled
National authority to control dangerous pathogen use and to license 
facilities that use dangerous pathogens

• Biosecurity Implementation Standards or Guidelines
Provide assistance to those who handle, store, or transport 
dangerous pathogens so that they can comply with legislation while 
still meeting their biomedical and bioscience research and diagnostic 
obligations

• Coordination on these issues with relevant international 
organizations, such as WHO and FAO, and with other States 
Parties
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“A Biological Weapons Risk Assessment”

Scenario Probability Consequences Risk
Biocrimes High based on 

historical evidence
Very low by definition Low

Biological warfare
(non-rogues states)

Very low based on 
historical record

High based on technical 
sophistication of non-
rogue states

Low

Biological warfare 
(rogue states)

Low based on 
historical record

Moderate based on 
technical sophistication 
of rogue states

Low to 
moderate

Bioterrorism     
(non-state actors)

Low to moderate 
based on historical 
evidence, but 
increasing

Low to moderate based 
on the historical record 
and technical expertise, 
but increasing

Low to 
moderate, 
but 
increasing

Salerno et al., Nonproliferation Review (Fall-Winter 2004)
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US Policy to Counter
the Bioterrorist Threat

• Biodefense
Enhance the ability of the US to respond to 
the next bioterrorist attack
A domestic strategy designed to reduce the 
consequences of bioterrorism

• Biological Weapons Nonproliferation
Reduce the risk that bioscience and 
biotechnology could be used maliciously
An international strategy designed to 
prevent the acquisition, use, and spread of 
biological weapons



10

Biological Weapons Nonproliferation

• Current US international BWNP programs
Support and strengthen the Biological 
Weapons Convention
Engage Russia and the republics of the 
former Soviet Union
Impose export controls

• Limitations of these programs
Focus on state based BW proliferation
Geographically limited to the Former 
Soviet Union (plus Iraq and Libya)
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Evolution of the Biological Weapons Threat

• Experts generally agree that the biological 
weapons are more likely to be sought after 
and used by terrorists than states

• Technologies and expertise required to 
produce and deploy biological weapons are 
widely available and dual use 

Future advances in biotechnology will make 
the menace of biological weapons 
increasingly accessible and attractive to 
terrorists

• Limiting step for most bioterrorists is 
acquiring the viable and virulent pathogen

Source materials are widely available in 
legitimate bioscience facilities internationally

• Protecting legitimate bioscience globally is 
critical for the implementation of proactive 
prevention measures to reduce the 
bioterrorist threat
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US Domestic Efforts 
to Reduce Access to Materials

• Realization that bioscience facilities are 
potential sources of biological weapons 
material (viable and virulent pathogens) 

• US Select Agent Rule
USA PATRIOT Act of 2001 – US Public Law 
107-55

• Restricted Persons
Bioterrorism Preparedness Act of 2002 – US 
Public Law 107-188

• 42 CFR 73 (Human and Overlap)
• 9 CFR 121 (Animal and Overlap)
• 7 CFR 331 (Plant)

49 CFR 172 (2003) – HM 232 – security 
measures for the transport of Select Agents
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Science, Vol. 306, 24 December 2004
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International Perspectives

• Bioterrorism not perceived as a serious threat 
in much of the world

• Apprehension that US biosecurity methods, 
or international regulatory regime, would 
hinder advances in basic biomedical research

• Acknowledgement that dangerous pathogens 
need to be protected globally

Biosecurity will support and strengthen the 
biosafety agenda
Biosecurity will enhance citizens’ confidence 
in the activities of the bioscience research 
community
Biosecurity will give investors confidence in 
the biotechnology industries
Biosecurity will protect valuable assets 
including research and commercial assets
Biosecurity can reduce the risks of crime and 
bioterrorism

• Ultimately, the success of biosecurity will 
depend on willing implementation by the 
international scientific community and the 
availability of international resources
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Science, Vol. 305, 17 September 2004
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Need for International 
Proactive Prevention

• HSPD-10, Biodefense for the 21st Century, April 
2004:  

“Preventing biological weapons attacks is by 
far the most cost-effective approach to 
biodefense.  Prevention requires the 
continuation and expansion of current 
multilateral initiatives to limit the access of 
agents, technology, and know-how to countries, 
groups, or individuals seeking to develop, 
produce, and use these agents.”

• Immediate needs
Global strategy to protect dangerous biological 
materials in legitimate bioscience facilities from 
theft and misuse
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Additional Calls for 
International Proactive Prevention

• NAS “Fink Report” – Biotechnology Research in an 
Age of Terrorism (2003)

Role for the life sciences in efforts to prevent 
bioterrorism and biowarfare; need to educate the 
international scientific communities about the nature 
of the dual use dilemma 
Demands “harmonized international oversight” for the 
“protection of biological materials and supervision of 
personnel who work with those materials”

• UN Security Council Resolution 1540 (2004)
Urges nations to take preventive measures to mitigate 
the threat of biological, chemical, and nuclear 
terrorism
Laboratory biosecurity has been a focus of the 
UN1540 Committee

• Commission on the Intelligence Capabilities of the 
United States Regarding Weapons of Mass 
Destruction (2005)

Recommends “encouraging foreign criminalization of 
biological weapons development and establishing 
biosafety and biosecurity regulations” internationally
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Anticipated Developments

• Next edition of CDC/NIH Biosafety in Microbiological 
and Biomedical Laboratories will include extensive 
recommendations on laboratory biosecurity

• WHO/FAO/OIE developing joint international 
laboratory biosecurity guidelines

• OECD has expressed interest in establishing 
laboratory biosecurity guidelines

• Hopefully, these initiatives will
Avoid conflicting recommendations
Promote the concept of integrated biosafety and 
biosecurity
Introduce a tiered system of protection based on risk 
assessment and management methodologies
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Integrated Biosafety and Biosecurity
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Biosecurity Based on Risk Management

• Security in a biological environment will never be perfect
• Most biological materials can be isolated from nature
• Critical not to compromise legitimate bioscience operations
• Management must distinguish between “acceptable” and 

“unacceptable” risks
Ensure that protection for an asset, and the cost, is proportional to the risk 
of theft or sabotage of that asset 

Protect against 
unacceptable risk 
scenarios

Develop incident 
response plans 
for acceptable 
risk scenarios
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Conclusions

• Biosecurity regulations, guidelines, and 
implementation methodologies are evolving

• The “internationalization” of laboratory 
biosecurity practices is an important 
development 

Securing dangerous pathogens in one or a few 
countries is insufficient to mitigate the threat of 
bioterrorism or biological weapons proliferation

• However, the US Select Agent Rule is not 
universally applicable

Laboratory biosecurity guidelines and 
requirements need to reflect local and national 
concerns and priorities

• Elements of laboratory biosecurity are emerging 
that should help define the future practice of 
laboratory biosecurity

Coccidioides immitis

Bacillus 
anthracis
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