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Biosafety and Biosecurity

Biosafety
" Objective: reduce or eliminate accidental exposure
to or release of potentially hazardous agents
Biosecurity
" Objective: protect biological agents against theft
and sabotage by those who intend to cause harm
Common strategy
" |Implement graded levels of protection based on a
risk management methodology
Control of certain biological materials is
necessary, but how that is achieved must be
carefully considered

" Biosecurity and biosafety should be integrated
systems that avoid compromising necessary
infectious disease research and diagnostics
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US Select Agent Rule (2005)

Facility registration if it possesses one of 80 Select

Agents
Facility must designate a Responsible Official

Background checks for individuals with access to
Select Agents

Access controls for areas and/or containers that
contain Select Agents

Detailed inventory requirements for Select Agents
Security, safety, and emergency response plans
Safety and security training

Regulation of transfers of Select Agents
Extensive documentation and recordkeeping
Safety and security inspections

®

o L
\egister

nl ..
I;“'If|'l"l"fll [

e e

gister

Federal Reg:

EF

Sandia
National
Laboratories



Bioterrorism

Biosecurity

Miws FoCus

Center of cagparthe. I
E - 5

umg LS. resp

wiinrld is starting
sly—but not n
ve LS. approach

Letsama besnad |

Bilding Iesom. Kas

Bezerima Fightrn

Science, Vol. 305, 17 September 2004




CREITY ke T O et

Heightened Security or
Neocolonial Science?

Mew restrictions an

Famded research involving the world's most dangerous

patksgens arw hamsparing foreign ollabonations

Agmnry, Ka o smn—"500T Werver thought
or ol i e figt e . gremt yewemrcly part-
memkip, Aller an expenirer secarth upgsade of
i bk el B of pupwor, e et
for sropical and emerging ifections disease
fescanch a1 the Ulniversaty of Texas Medical
rmch {UTME) 2 Galveston was resdy to
resumne resrarch oo e Vimcuelas sguing
enoephaliis (YVEE) vins o Colmnba, Pers,
asd Veserusla, The mosguiio-

chill Asoondmyg to a prominest LS. spocialist
o ielert agesti, rencarchers witle the 15,
Centers for Disease Conzol e Preventon
§ T v rens & e st ol Tt sl
Lshrenticers an svien fin and vimsl bemarthegio
Trverm (CDC efficiaks deslimad % conment b
Selenties ui the LS. Arnry Medical Bewenreh
Inizeme ol Infectiom Decases (UISAMMNI
= Predericic, Saryland, sve experienoing sim

ished ways of domng nsiness and e wgend
sead to fedice the potcizial fop bidtaors,
nnd seme resenrchers say the rulbes make
wense. "It would be embaTassing o 2
US. collaborstor a=d & ULS. sgrmey to be
fimabing a facility that had a majer accidemt, or
oEE 1580 wak Evolvied i 8 bioerrarim
ovesty wys Pl Keim, oo aothrn speciabs!
i Nordemn Arirom Univesity o Flagaail
But othery fmr St the gl seoority
ecould @life ceaperation, 02 doean™
develop productive collaborative relatiees
aiapa vk foreigs cotsiernars by sanoisc
ing upon srval that 'from, now o we mnst
iy g the Asperieas wany, " asvs UTME
arbowirns specialist Roberd Tesh. “Fach
oy ba e securily praoiacs. The URS,
oamnot demand thad they coedorm 1o oom™
Adlds Weaver: “By inkabiting

beorne dmemee, enderme ool toee
swantrios, is oot 1he worst of ils
i T mlpbarvirus ills less than
1 %wod wtm b victinm, et WEE s
pertential o mrspectae has Bxded
oz Bt o™ seloct apents ™ pevenal
doren of the mastiest sorts of
paSopes e the LS. prversmees
fes ol b memmedl et el il
agapoas. That designation has
oo up 2w adles o Wesvs
aed hiis collabemasors in South
Aur.l':—-r_l‘- fim many oSa LS
SCHTIH WO VTS

I8 Angust, the U5, Nationsl
Institrde of Allengy and Infectsons
Dhsgases (NIAIDY informed
Wemrver that wader the termes off his

1w VEE grmts, S labormarics of Nc-liuﬂt.'\-'mlm sk dow Hiood "rnm mdents 10 solee VEE
itk B INTH males have cofrepeed propects o this and st sslect agents.

bin femeign collengies must bave
procedares in plase for handling
welert ngents that are equivabert botoegh LU
mepulatons” pupoiad bst year ~1 serbesly
it wibt e by iy e llabenent oow im o of
Pogotd could over meeed U8, standards for
weleet-agem ety aeys Weaves “Theue
dnvrloping courtries ammot afford the kinds
el lshieaie wymsis 2] kil s S U b
been mogamed t o install” wach as sopbaiacated
security and evemtory sysieses snd back
groumd oo oo emphoyees. He's simoe Bad
0 gl i pevjocts s vk olateg e VEE
virus in the lzbs south of the bonde Bemuse
whe frwr puhicy ey T somie Foreym past-
S B BTV i TS Rl EXpOTIET, i Tes-
e=tert “the seseotype of the gy Amerirs:
arrogant, demunding, and insemsitive,”
Weaves chanien! “Asmericss collaboratioss
willl b ormaebosaome in ey devel oping poun-
s ol the wochd ™

Albengh bls mse mery be one of the fiss,
Wianver is oot the ooly rescancher feclimg the

T T e —— ]

wiwasoeniemug ofg  SCIERNCTE  WOL 308 24 DECEMEBER 2004

ilar ponstraies on o ects ivobing Congo.
Crioncan hemarrriageo fever and related dis-
e, “The Eaportst week we Sond 1o da will
et doze,” savs USAMBID public affairs
alllees Cater Vasder Leades, alihoggh e
demils have sl b weorked ot

LS, eape cters will seon be hesd g out o
assess lab stazdards oversean, soientists
lesrned @l @ cloked Soa esisyy st st
Panls Smaidand, acticg director off MLAID s
i of Infersaticoall Extzannoal Artnitics,
ol 8 group at the a==mal mesting of the
Amemican Sociesy of Tropoal Medoine wxd
Hygiess (ASTMH ] & Mz, Flesuls, tha!
werunty beens will ekt senior maisrahial-
ogists from COCS selert-agests progmm. An
Eisagemcy conmmitiee chaimod by Sircidos]
with rpEeemives from the U5, Se pmd
Ihesice departments will drtermime whether
Forigz ks et mimree—n bisialely mid
hiesamrity requemenis

The stepped-up seguibtions sre the biesi
oxmmpde of the glash bebwom soumtists” cher-

Pt s by AT

reseanch om e erology nnd opa.
demivdogy of potentunl biodopi
el wespozs i el patimal s
timgn overscan, we willl be less
repezed 10 reapond optinedly to
the ietrdducties of thesr apent
Iy s terrocist ™

Clumrgdawn

Adfter | tiees pomtain ing ol
iy wime mailad e membes
of Compgress and otbers i the fall
af 2000, the LS, peversment
crafbed fomgh requirements for
sencrtints i Funds 1o sbidy das-
perens pasiogens, In sddition to
gkt secarty o facilities o
which the macrobes sre kept sl
wiedisd, LLS, tegulations mow
s rigares provscels cover
G METSY 3MERSICE, (TRAT
groey response ples, training, trenfers of
i b, mod mepection.

Liader 1he new NIAIDD siles, whick the
imstitme began developing in 2003, LS.
Eremtees miust suhemil & dossier om 5 Peseign
el bborating instititios delalmg s “pola-
ehe pnd proseduss [ ihe possciabon, e,
and transport of select agents ® Por what
MNIATD ¢alls “wecunty Dk aideiizndats,™
e willing to provids the
darnes oF 28 mdrvitha b whe will e sores
bothe welerd age=ta”

Wiemver iy e new rules prompled him
to drop ks oziginal plan 1o process field
samples poterially inleclad with VEE vieus
mSouth Ameerica. MNow, be srys, he will have
all the wamgples stipped (o Gabveston. “This
seemia o e gotien me off the hook for the
Eime bemp.” he sy, n e his colleagnes =
the Nations| Institme of Heghh in Bagotd
and b Cmtral Unvenaty of Vindsiaeka aiid
the Ntioes| Instituie of Hyglene i Camseas
mow won't have o sdbere to the sebect-agend

27T 2178

Miws Focus

s, But he change will eduee eMickessy
mnef trmeliness, he mys

“Basically, the NIH [LLS. Natooal Insti
nuies of Heahh] 1eft me with livde chades”
broause i would have takem “momis or
s o vy o i compli=ce,
Wenver says Akesdy, the lshs im Coleshia
and Vi b wiooe sy WEE vis molates
i thiir freeens: Preventmg S isolation of a
few e erming, B sy, wll gen deny the
Wirns boa pestentind ternorisl.

Abbough secenity at forags faolities
waricing with selert agents genemlly s been
wngihened simee e 9-1 1 stacks, maost lsbs
wonld il ez gloul of the sew ULS. rules
Many octkade B Linitad Sites appeas o by
mmware of the regulatioos. =1 bavent heard
mmach” mnvs Lov Sandakhohiow dsvoter poo-
el o the Somie Ressrrh Cemier of Vieology
ard BitecEmology. 2 fommer Biowezpons. Iah
=eas Mavoalbimk, Foaais, S eallsb
with the Unied States on s lpaox 'ua.rc\

Fr-rz:.-r-md:l-—l szythey hope o fed 3
gy o pontimes workag wis LS. ponster
et Beanse 1 woekd balster sameny miber
Lome couztries. “1f collabarations will cec
nimue, that will isevitabdy Iritg The saslante
op,” says Bakyt Atshabar, director of the
Katais Scwser Conter For Quamantioe and
Eoonotk: Discases i Almaty, Kazakhstas,
e pecahin ity calonie plagss
with Pentagon fimeing (Solenor, 17 Deorm
b, e ME2E )

ASTMH nd ather sovisties intend to
lohbw fior o relaxation of tar rules. “The
apgenach 1o This will Bt be e s Peles
Weller, 20 ewnedogist at Harvand Medical
SBehool i Bt amd ASTMWME 'S moat renent
past president. For eor, masy agencaes il
wRET 10 wekEh in en sny chenge of palley,
Bevomd, Weller says, “the facle rephy i tiat
o ReEELENE Fave he Pakisteii gucless
merets; how dowe st yom oo e e
It as ¢-mail sesponse e gueatiogs fnain
Sctenoe, NIAID officiels say they eypest no
ehange to1he seleet-apent tez ~|s the
oo fittme

Bt inirie et s e Koo i camEn
(plshal seermioy levels o LS. standards mmabes
s, W sherald mot alloer ULS. resewochirs
1o aviadd regulsiory oversight by gaing
ol This woubd eoriamly apply %o lnmman
suhjects in olinszal trials axed aniwal-care
andands B anttnal feotecol, Why nel svi-
ity off dengerons pachopens

Science, Vol. 306, 24 December 2004

Crytagn of the palicy sy they are aot
opposed 10 stremgthened serurity oversas.
Fathu, they dvery how the U'S, poversmest
B ey bt (. WIH “seetnn o he kell bt
on. mforoing the regolitions.” says Thomas
Missl, chisleie2tific ofics s Accabh
Cambnidge, Meseinsetts, and peesider of
ASTREL Fe womdos whelber b compasy's
mescarchs oo Japanese cooeplalids, a select

E

. agent, witk sedleagues in Thadland and Ams

fralia will be subject S0 smch oversaght
Meped o thal LS. eeeechen might be
beld oremmally respozsible for vinlat ons by
gl shisgion, Whest s rasend 1 o with
Stricichend ot the AXTRMH meeting, hesays, i
ks st Tt "N Lol csithes thogl
abor this nor bad any olear respomse™
WIAIT affieiads say Moy mne atmply it
slep with the tEnes; lfer fey plan o adogt
stapdasds being developed by the W ld
Hezkh Organiration “We will do what we
e boommsme Tl ey possible avene has
e prrrwaed st vl | o lorr e NTED- Pestalen]
seacarchens 1@ be able 1o conduct 1heir
researeh safely and gemmehy” the o Wieial
sy, Sl off St w1l appeams, ey wall
Bave to ke doene mslde LIS beeden.
~Raruan S o

Some Countries Are Betting That
A Few Seconds Can Save Lives

Japan, Hexicn, dnd Tafwan are imeesting in sarly waming systems that can offer precious

snionds of wirning Befare a M remor

Tesve— st woisld yoes doowith 5 o S0 e
onds* wamning of s major earthoraioe”

IS oot an academio quistion. Sysiems
1hat pan deteet earibquales pexr 1helr
souroe and issue warnings before the siak
g e e i place of hemig deploved ia
Wexion, Tarwen, exd Japem a=d are being
scnadtied For decades from wroters Califormia
0 Tstanbml. Enthusimts are
pomanse] thal shor-1emm
warnings cun save lives by
doppsg tralea helecy ey
pass ever demaged traci,
emplying ol elevators,
and alerfizg resone neite
“Tnis e epochmaking™
advance in exrthguake
mlicty, mavs Masato Moto-
saka, s fapanese earth-
gmake cogmen # Tokeks
Universty & Seulak

Mot everyone agrees,
brwever Sloeptios nole thet
warsing sysirom dos " provide mosgh tme o
rednee pevmalties chwe o the apieete of 38
arttaeake. They sl wormy that sch nstems
e st spemiling fven cathpaake jre-
e, which Sy ey has e poteinl o
dopeich presier pood. “Wamibaps anlv help s
sani cases, ways Robert CHstamalos an arban
ey ot the Univeriey of Mimok, Uik
Champaige. “Investing too nmock of one's

Pruitald el il

On alert, Nowtast piations am
bming imaled o o e

manry 2 bopes i a shorl-mm wanisg #ys-
2 bk it tioes froen the e and less sevy
worlk, sooh s upgrading ek stroctores, that
e

Fagimr than o spesding % waw

Early warzing sy#icms are oot forecasts
Iniead, (hey drtee seival qualoes Seat Uaelr
soree and issue warmings
o auloinaled svaiomi and
bmsag up te several im
o i lometers sy Thy
watk beaguie elestrnnag
signals tranemied through
wizes of air trevel fuster
thah, sisnic Waves moving
threegh the eam® Warsmarg
schemes also take advas
ey oot T Tyacs of e
mic waves 1hat are gener
aiod when o (aoh repsiee
T first—mnd fasfer meey
lag—primary () waves
mdinte diseethy easwand from the epiventer
The sevosdary (5) waves, which catie the
wrillating motiom resporaible (or te most
damags, by by tens of seomds over 3 &y
tenee of & few hundred kilometers, “The
Pasives earry el orenation; The & Wivds casy
energy,” explains Hires Kamamor, a seis
mologint 31 the Califocsis batitute of Trch-
madogry { Cherh) in Passdens Ubnformnaiely;

THADECEWBER 2004 WL 306 SOENCE wwwiciefdemag oop

TR § N R G e A b g B G A



Anticipated Biosecurity Developments

® Next edition of CDC/NIH Biosafety in Microbiological i Ath Editian
Biosafely in Microbiological

and Biomedical Laboratories will include extensive and Biomedical Laboratories
recommendations on biosecurity '

®* WHO/FAQO/OIE developing joint international
biosecurity guidelines

® OECD has expressed interest in establishing
biosecurity guidelines
® Hopefully, these initiatives will
" Avoid conflicting recommendations

" Promote the concept of integrated biosafety and
biosecurity

" |ntroduce atiered system of protection based on risk
assessment and management methodologies
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Strengthening Biological
Risk Management

Vision for Integrated
BioRisk Management:

. : 1 « Increased focus on
Hmsafﬂr “awareness” o change

. t culiu
Working Safely ':Uf“_%ﬂ cu _rE
1 «  Clanfy terminology
Biorisk +  Development of targeted
10T1S i e
Integrated Biorisk mum> HLl el s
T +  Securing “commitment®
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_ including governmen
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Birosecurity board

« Confinue increasing

“capacity” based on
Regional/Country needs
and establish
accountability through
development of Country
“‘report cards”
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Integrated Biosafety and Biosecurity

m ( BIOSECURITY |

rRE“-JiEW fundamental agent properties B
* What is known about the agent?
* Associated with infections, toxicity,
oncogenicity, or allergies?

L ‘ 4

( Place in Safety Risk Group ]

Determine appropriate
biosafety measures

N

J

N

Review fundamental agent properties

* What is the potential for malicious use?

* What are the potential consequences of
malicious use?

( Place in Malicious Use Risk Group ]

'

[ Does planned lab activity or ]

threat environment change risk?

biosecurity measures

[ Determine appropriate ]

J

Defines Laboratory Operating Environment
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Malicious Use Risk Group Evaluation

REPORTS
® Assess value of the agents from an Chemical Synthesis of Poliovirus
adversary’s perspective c¢DNA: Generation of Infectious
= Consequences Virus in theT:II;Stel::: of Natural
® I nfeCtIVIty Jeronimo Cello, Aniko fPaul, Eckard Wimmer*
[ Morb|d|ty [0 AUGUST 2002 VOL 207 SCIENCE wwww sciencemag org
® Transmissibility R A Ery
® Lethallty . | Expression of 111:m:m..-nuu].;m--i by 1 Recombinant
" Weaponization potential 0 Overoos Genetc Resuintos to Matespan -
® Availability L A 7 L ‘L‘,L,*.”,{'E:“.;'i.ﬂh"r" L,
Tt e b g o e e ol g

Ease of growth

Ease of processing
Ease of distribution
Environmental hardiness

Ability to camouflage as a natural
outbreak

Sandia
National
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Malicious Use Risk Groups

Nonpathogenic

" Malicious use would have insignificant or no
consequences

Low Malicious Use Risk (LMUR)
= Difficult to deploy maliciously, and/or
" Malicious use would have few consequences

Moderate Malicious Use Risk (MMUR)
" Relatively difficult to deploy maliciously, and

" Malicious use would have localized consequences with low to
moderate casualties and/or economic damage

High Malicious Use Risk (HMUR)
" Not particularly difficult to deploy maliciously, and

= Malicious use could have national or international consequences,
causing moderate to high casualties and/or economic damage

Extreme Malicious Use Risk (EMUR)

" Would normally be classified as HMUR, except that they are not
found in nature (eradicated)

" Could include genetically engineered agents, if they were @ S
suspected of being a HMUR

Laboratories



Elements That May Modify Risk

® Consider lab experiment

" Does planned experiment produce an
agent with higher weaponization potential
or higher potential consequences?

® Evaluate local threat environment

® Insiders

® Authorized access to the facility,
dangerous pathogens, and/or restricted
information

" Qutsiders
® No authorized access
" Evaluate threat potential of possible
insiders and outsiders:
® Capabilities
® Tools
® Motivation

® Possibility of being caught @ Sandia

National
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Apply security to

reduce risk \

Threat Potential
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MODERATE HIGH

LOW

Very Hi g h Insider Theft

Outsider Theft

* Pathogen A
Significant consequences
..... Easy to weaponize

7
\\ - + Pathogen B
b T O vessonie
LOW MODERATE HIGH
Consequences
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Biosecurity fundamentals

® Security in a biological environment will never be
perfect

" Most biological materials can be isolated from
nature

= Critical not to compromise legitimate bioscience
operations

Management must identify the protection
objectives of the biosecurity system

® Scenarios to protect against — the “unacceptable”
risks

" Scenarios to be prepared to respond to —the
“acceptable” risks

" Ensure that protection for an agent, and the cost,
Is proportional to the risk of theft or sabotage of
that agent

Design the system

" Physical security

"  Security policies and procedures
Write security and emergency response plans
Conduct regular training and internal reviews

Sand
Allocate resources @ National
Laboratories




Components of Biosecurity

Physical
Security

Sandia
National
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Summary

® Biosecurity regulations, guidelines, and
Implementation methodologies are evolving

® The “internationalization” of laboratory
biosecurity practices is an important
development

® Elements of laboratory biosecurity are emerging
that should help define the future practice of
laboratory biosecurity
" Concept of integrated biosafety and biosecurity

" Tiered system of protection based on risk
assessment and management methodologies

Sandia
National
Laboratories
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Contact Information

Reynolds M. Salerno, Ph.D., Manager
Chemical and Biological Weapons Nonproliferation
Sandia National Laboratories
PO Box 5800, MS 1371
Albuquerque, NM 87185
USA
Tel. 505-844-8971
email: rmsaler@sandia.gov

www.blosecurity.sandia.gov

Sandia
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’LMUR Agent Example: Mycobacterium leprae

® Consequences
" Leprosy
® Not highly virulent, most exposed people do not develop leprosy
® Not highly contagious
® Completely curable — majority recover without treatment

® Weaponization potential
" Production is a significant challenge
" Not environmentally hardy

® Assessment: low consequences and low weaponization
potential

Mycobacterium leprae

Sandia
National
Laboratories
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Low Risk Security Level

® Doors on unattended laboratories should be locked

® Principal Investigator should be aware of work and
individuals in his/her lab

® Laboratory notebooks should document the stocks and use
of agents

Mycobacterium leprae

Sandia
National
Laboratories
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MMUR Agent Example: Coccidioides immitis

® Consequences

" Coccidioidomycosis (Valley fever)
® Usually asymptomatic, 30-40% of infected become ill
® Not contagious
® 5-10 out of every 1000 infected develop life-threatening infection

® Weaponization potential
" Requires technical skills to handle
" Easy to procure virulent strain (wide endemic area)
" Easy to grow colonies and produce spores

® Assessment: low to moderate consequences and moderate
weaponization potential

Coccidioides immitis

Sandia
National
Laboratories
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Moderate Risk Security Level

® Basic access controls (e.g. controlled keys) for areas where
agents are used and stored

® Basic personnel suitability check should be completed for
all those who enter the controlled area

® Materials should be accounted for and inventoried in

databases

P N
p T

Coccidioides immitis

Sandia
National
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HMUR Agent Example: Bacillus anthracis

® Consequences

" Pulmonary anthrax (via aerosolized anthrax)
® High fatality rate

i ) ) ) ) . NS "-E”’ -
® Not contagious, relatively high infectious dose required  f gg.}%ﬁﬁaufz i
® Early diagnosis is difficult P T
oY e _ gl Y )
® Weaponization potential 2\ %B“%ﬁ -
. . . . e 0‘*».5.;:.:» e
" History of weaponization and terrorist use ;z’?/'}“%m-ﬁ;ﬂ“
| Jﬁf‘;

Wide endemic area but many less virulent strains
Easy to grow colonies and produce spores
Very stable in environment and storage

® Assessment: moderate to high consequences and relatively
high weaponization potential

Bacillus anthracis

Sandia
National
Laboratories
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High Risk Security Levels

Electronic access controls

Personnel screening should include more
comprehensive background investigations

Accountability records should be EMD virus
maintained

Material transfers should be pre-approved
and require a continuous chain of custody

Information about the security of these
agents should be protected

Biosecurity Officer should oversee the
implementation of appropriate biosecurity
measures

Bacillus anthracis

Sandia
National
Laboratories



® Consequences
= Smallpox
® High fatality rate
® Contagious
® Very few people vaccinated
® Weaponization potential
" History of weaponization
" Very stable in aerosol
= Extremely difficult to obtain
® Assessment: high consequences
and moderate weaponization
potential

2005- p/23
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Extreme Risk Security Level

Two- or three-level electronic access controls

In-depth personnel suitability background
checks

Accountability records should be maintained

Two authorized individuals should be required
for access to repository stocks

Material transfers should be pre-approved and
require a continuous chain of custody

Information about the security of these agents
should be protected

Local guard force should be able to respond to
Intrusions

Variola major

EEs

Biosecurity Officer should oversee the e
Implementation of appropriate biosecurity
measures

Sandia
National
Laboratories



Result of Biosecurity Risk Management

® Most pathogens and toxins would likely be LMUR
® Most current Select Agents would likely be MMUR

® Security associated with LMUR and MMUR would be achievable
at reasonable cost for the broad biological research community

" Rely largely on existing biosafety measures

® Very few Select Agents would be HMUR or EMUR
® Security for facilities that work with HMUR or EMUR would be
relatively significant, but should still
" Rely largely on policies and procedures
"= Be transparent to the users

" Use resources efficiently

" Not unnecessarily hinder normal operations (e.g. research,
diagnostics, biosafety)

Sandia
National
Laboratories
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Physical Security

® Graded protection

" Increasingly strict controls from

one protection area to another Limited Area
| Exclusion Area

Protected Area

Target

® Access control Eritlesiine

. o
" Ensures only authorized Target
individuals are allowed entry

® |ntrusion detection
® Detects unauthorized access

Sandia
National
2005- p/26 Laboratories



Example Laboratory Building
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AUTOCLAVE ] Proximity Card Reader
/:%E\ Key Pad

; Card Reader/Key Pad
Request-to-Exit
Emergency Exit Device
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= Magnetic Lock

—a Balanced Magnetic Switch -

71 Glass-break Sensor
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Exclusion Area
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Personnel Security

Personnel Screening
" Review and verify personal information
® Conduct background investigations
" Increasing level of scrutiny for higher risk positions

Badges

Visitor Control

Training
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Material Control and Accountability

® Responsibility
®  Accountable individual

® Documentation
"= Agent name and description
= Quantity

® Based on containers or other “units” NOT the
number of microbes

® | ocation

® Control

" Physical, personnel, information, and transfer
security

" Biosafety/Biocontainment
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Transport Security

Shipping /
— Receiving
-
Building 1 ﬁ
Ht

Building 2

Facility A

Transport may occur:
" Across international borders
" Within a country
" Within a facility or building

Facility B
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Information Security

® Protect information that is too sensitive for public
distribution

" Label information as restricted

" Limit distribution

" Restrict methods of communication

" Implement network and desktop security

® Types of sensitive information

" Security of dangerous pathogens and toxins
® Risk assessments
® Security system design
® Access authorizations

® Personnel records
® Financial records
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