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Biosafety and Biosecurity

• Biosafety
Objective:  reduce or eliminate accidental exposure 
to or release of potentially hazardous agents 

• Biosecurity
Objective:  protect biological agents against theft 
and sabotage by those who intend to cause harm 

• Common strategy
Implement graded levels of protection based on a 
risk management methodology

• Control of certain biological materials is 
necessary, but how that is achieved must be 
carefully considered  

Biosecurity and biosafety should be integrated 
systems that avoid compromising necessary 
infectious disease research and diagnostics

Francisella
tularensis

Yersinia pestis
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US Select Agent Rule (2005)

• Facility registration if it possesses one of 80 Select 
Agents

• Facility must designate a Responsible Official
• Background checks for individuals with access to 

Select Agents
• Access controls for areas and/or containers that 

contain Select Agents
• Detailed inventory requirements for Select Agents
• Security, safety, and emergency response plans
• Safety and security training
• Regulation of transfers of Select Agents
• Extensive documentation and recordkeeping
• Safety and security inspections
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Anticipated Biosecurity Developments

• Next edition of CDC/NIH Biosafety in Microbiological 
and Biomedical Laboratories will include extensive 
recommendations on biosecurity 

• WHO/FAO/OIE developing joint international 
biosecurity guidelines

• OECD has expressed interest in establishing 
biosecurity guidelines

• Hopefully, these initiatives will
Avoid conflicting recommendations
Promote the concept of integrated biosafety and 
biosecurity
Introduce a tiered system of protection based on risk 
assessment and management methodologies
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Integrated Biosafety and Biosecurity
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Malicious Use Risk Group Evaluation

• Assess value of the agents from an 
adversary’s perspective 

Consequences
• Infectivity
• Morbidity
• Transmissibility
• Lethality 

Weaponization potential
• Availability
• Ease of growth
• Ease of processing
• Ease of distribution
• Environmental hardiness
• Ability to camouflage as a natural 

outbreak
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Malicious Use Risk Groups

• Nonpathogenic
Malicious use would have insignificant or no 
consequences

• Low Malicious Use Risk (LMUR)
Difficult to deploy maliciously, and/or 
Malicious use would have few consequences 

• Moderate Malicious Use Risk (MMUR)
Relatively difficult to deploy maliciously, and 
Malicious use would have localized consequences with low to 
moderate casualties and/or economic damage 

• High Malicious Use Risk (HMUR)
Not particularly difficult to deploy maliciously, and
Malicious use could have national or international consequences,
causing moderate to high casualties and/or economic damage

• Extreme Malicious Use Risk (EMUR)
Would normally be classified as HMUR, except that they are not 
found in nature (eradicated)
Could include genetically engineered agents, if they were 
suspected of being a HMUR
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Elements That May Modify Risk

• Consider lab experiment
Does planned experiment produce an 
agent with higher weaponization potential 
or higher potential consequences?

• Evaluate local threat environment
Insiders 

• Authorized access to the facility, 
dangerous pathogens, and/or restricted 
information

Outsiders
• No authorized access

Evaluate threat potential of possible 
insiders and outsiders:

• Capabilities
• Tools
• Motivation
• Possibility of being caught
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Biosecurity Risk: Insider vs. Outsider Threat
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Biosecurity Based on Risk Management

• Biosecurity fundamentals
Security in a biological environment will never be 
perfect
Most biological materials can be isolated from 
nature
Critical not to compromise legitimate bioscience 
operations

• Management must identify the protection 
objectives of the biosecurity system 

Scenarios to protect against – the “unacceptable”
risks
Scenarios to be prepared to respond to – the 
“acceptable” risks
Ensure that protection for an agent, and the cost, 
is proportional to the risk of theft or sabotage of 
that agent

• Design the system
Physical security
Security policies and procedures

• Write security and emergency response plans
• Conduct regular training and internal reviews
• Allocate resources
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Components of Biosecurity
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Summary

• Biosecurity regulations, guidelines, and 
implementation methodologies are evolving

• The “internationalization” of laboratory 
biosecurity practices is an important 
development 

• Elements of laboratory biosecurity are emerging 
that should help define the future practice of 
laboratory biosecurity

Concept of integrated biosafety and biosecurity
Tiered system of protection based on risk 
assessment and management methodologies 
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Contact Information

Reynolds M. Salerno, Ph.D., Manager
Chemical and Biological Weapons Nonproliferation

Sandia National Laboratories
PO Box 5800, MS 1371

Albuquerque, NM 87185
USA

Tel. 505-844-8971
email:  rmsaler@sandia.gov

www.biosecurity.sandia.gov
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LMUR Agent Example: Mycobacterium leprae

• Consequences
Leprosy 

• Not highly virulent, most exposed people do not develop leprosy
• Not highly contagious
• Completely curable – majority recover without treatment

• Weaponization potential
Production is a significant challenge
Not environmentally hardy

• Assessment: low consequences and low weaponization 
potential

Mycobacterium leprae 
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Low Risk Security Level

• Doors on unattended laboratories should be locked
• Principal Investigator should be aware of work and 

individuals in his/her lab
• Laboratory notebooks should document the stocks and use 

of agents

Mycobacterium leprae 
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MMUR Agent Example: Coccidioides immitis

• Consequences
Coccidioidomycosis (Valley fever)

• Usually asymptomatic, 30-40% of infected become ill
• Not contagious
• 5-10 out of every 1000 infected develop life-threatening infection

• Weaponization potential
Requires technical skills to handle
Easy to procure virulent strain (wide endemic area)
Easy to grow colonies and produce spores

• Assessment: low to moderate consequences and moderate 
weaponization potential

Coccidioides immitis
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Moderate Risk Security Level

• Basic access controls (e.g. controlled keys) for areas where 
agents are used and stored

• Basic personnel suitability check should be completed for 
all those who enter the controlled area  

• Materials should be accounted for and inventoried in 
databases

Coccidioides immitis
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HMUR Agent Example: Bacillus anthracis

• Consequences
Pulmonary anthrax (via aerosolized anthrax)

• High fatality rate
• Not contagious, relatively high infectious dose required
• Early diagnosis is difficult

• Weaponization potential
History of weaponization and terrorist use
Wide endemic area but many less virulent strains
Easy to grow colonies and produce spores
Very stable in environment and storage

• Assessment: moderate to high consequences and relatively 
high weaponization potential

Bacillus anthracis
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High Risk Security Levels

• Electronic access controls
• Personnel screening should include more 

comprehensive background investigations 
• Accountability records should be 

maintained
• Material transfers should be pre-approved 

and require a continuous chain of custody
• Information about the security of these 

agents should be protected
• Biosecurity Officer should oversee the 

implementation of appropriate biosecurity 
measures

FMD virus

Yersinia pestis

Bacillus anthracis
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EMUR Agent Example: Variola major virus

• Consequences
Smallpox

• High fatality rate
• Contagious
• Very few people vaccinated

• Weaponization potential
History of weaponization 
Very stable in aerosol 
Extremely difficult to obtain

• Assessment: high consequences 
and moderate weaponization 
potential

Variola major
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Extreme Risk Security Level

• Two- or three-level electronic access controls
• In-depth personnel suitability background 

checks 
• Accountability records should be maintained
• Two authorized individuals should be required 

for access to repository stocks
• Material transfers should be pre-approved and 

require a continuous chain of custody
• Information about the security of these agents 

should be protected
• Local guard force should be able to respond to 

intrusions
• Biosecurity Officer should oversee the 

implementation of appropriate biosecurity 
measures

Variola major
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Result of Biosecurity Risk Management

• Most pathogens and toxins would likely be LMUR
• Most current Select Agents would likely be MMUR
• Security associated with LMUR and MMUR would be achievable 

at reasonable cost for the broad biological research community
Rely largely on existing biosafety measures

• Very few Select Agents would be HMUR or EMUR
• Security for facilities that work with HMUR or EMUR would be 

relatively significant, but should still
Rely largely on policies and procedures
Be transparent to the users
Use resources efficiently
Not unnecessarily hinder normal operations (e.g. research, 
diagnostics, biosafety)
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Physical Security

• Graded protection
Increasingly strict controls from 
one protection area to another

• Access control
Ensures only authorized 
individuals are allowed entry

• Intrusion detection
Detects unauthorized access
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Example Laboratory Building
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Personnel Security

• Personnel Screening 
Review and verify personal information
Conduct background investigations 
Increasing level of scrutiny for higher risk positions 

• Badges

• Visitor Control

• Training
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Material Control and Accountability

• Responsibility
Accountable individual

• Documentation
Agent name and description
Quantity

• Based on containers or other “units” NOT the 
number of microbes

Location

• Control
Physical, personnel, information, and transfer 
security
Biosafety/Biocontainment
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Transport Security

Facility A

Facility B

HRPT

HRPT

HRPT

HRPT

Shipping /
Receiving 

Shipping /
Receiving 

Building 1

Building 2

Building 1

Building 2

Transport may occur:
Across international borders
Within a country
Within a facility or building

Fundamental principle:
Chain of custody
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Information Security

• Protect information that is too sensitive for public 
distribution

Label information as restricted
Limit distribution
Restrict methods of communication
Implement network and desktop security 

• Types of sensitive information
Security of dangerous pathogens and toxins 

• Risk assessments
• Security system design
• Access authorizations

Personnel records
Financial records


