SNL Draft Agenda

International Symposium
Securing High Consequence Pathogens and Toxins"
International Security Center, Sandia National Laboratories
Albuquerque, New Mexico, USA
February 1-6, 2004

Sunday, February 1
15:00 - 17:00 Registration for Foreign National Participants (Sheraton Uptown Hotel)
17:30 - 20:30 Opening Reception and Dinner (Sheraton Uptown Hotel)

= Sandia National Laboratories Welcome

= Introductory Comments by U.S. Government Agencies

Monday, February 2

7:30-8:00 Badging at Sandia National Laboratories
8:00 - 8:30 Breakfast
8:30-9:15 Introduction

= Sandia National Laboratories Introduction
= International Symposium Overview
= Participant Introductions

9:15-10:45 Session One: The Threat
= Historical Trends and the Biological Weapons Threat
= The Biotechnology Revolution and the Biological Weapons

Threat
10:45-11:15 Break (Photo)
11:15-12: 00 Session Two: Biological Weapons Nonproliferation
= Pathogen Security and the Biological Weapons Convention
12:00 - 13: 00 Lunch
13:00 — 13:45 Session Two Cont.: Biological Weapons Nonproliferation
=  Options for Reducing the Threat
13:45-14:30 Session Three: Responses to the Threat
= Biomedical Countermeasures
14:30 - 15:00 Break
15:00 - 16:30 Session Three Cont: Responses to the Threat

= Bio-Forensics
= Sensors and Emergency Response

19:00 - 21:00 Dinner

" The Symposium will be conducted in English.



Il. Tuesday, February 3
7:30-8:00

8:00 - 12:00

12:00 - 13:00

13:00 - 14:00

14:00 - 14:30

14:30 - 17:00

19:00 - 21:00
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Breakfast

Session One: Biosecurity in Practice Internationally
= Invited International Biosecurity Presentation
= |nvited International Biosecurity Presentation
= Invited International Biosecurity Presentation
= United States Biosecurity Presentation

Lunch

Session One Cont.: Biosecurity in Practice Internationally
= International Biosecurity Panel Discussion

Break

Session Two: Poster Session
= Poster Presentations

Dinner

V. Wednesday, February 4

7:30 - 8:00

8:00 —9:45

9:45-10:15

10:15-11:30

Breakfast

Session One: Biosecurity
= Biosecurity Methodology
0 Asset Identification and Prioritization
Threat Identification
Asset and Threat Scenario Development
Risk Prioritization of Asset / Threat Scenarios
Design Parameters
0 Vulnerability Assessment
= Discussion of Biosecurity Methodology

O O0OO0Oo

Break

Session Two: Program Management

= Program Management
Planning and Overall Goals
Policies and Procedures
Documentation Systems
Organization and Responsibilities
Training Programs
Auditing
Corrective and Preventive Actions
Management Reviews
= Program Management Discussion

OO0OO0OO0OO0OO0OO0Oo
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11:30-12:30 Lunch

12:30 - 14:30 Session Three: Personnel Security
= Personnel Security
0 Personnel Suitability Program

Badges
Visitor Control / Escorting
Employee Assistance Programs
In-Processing

o Out-processing
= Personnel Security Discussion

O O0OO0Oo

14:30 - 15:00 Break

15:00 - 17:00 Session Four: Material Control and Accountability
= Overview
0 Goals, Objectives, and Scope
0 Materials subject to control and accountability measures
0 Procedures for material control
0 Accountability issues
= Material Control and Accountability Discussion

19:00 - 21:00 Dinner

Thursday, February 5
7:30-8:00 Breakfast

8:00- 10:00 Session One: Transfer Security
= Transfer Security
0 Scope: Bioscience facilities, Carriers, State
regulations
0 Regulations Review
0 Best Practices: Internal Transfers
= Transfer Security Discussion

10:00 - 10:30 Break

10:30-12:30 Session Two: Physical Security
= Physical Security I.

0 Graded Protection Areas

0 Access Control
e Limiting access
e Recording permitted access

0 Intrusion Detection
e |dentifying unauthorized access to protected

areas
0 Alarm Communication and Display Systems
e Functions

o Employing appropriate physical security procedures
for frequently and infrequently accessed areas
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0 Response Forces
e What constitutes an appropriate response

force
e Policies and Procedures
e Training

o Performance Testing
e Overview
e Importance of Performance Testing
= Physical Security Discussion

12:30-13:30 Lunch

13:30 - 15:30 Session Three: Information Security
= Information Security
o Information Management
0 Sensitive Information
o |dentification
e Marking
e Control
e Transmission
0 Potential Risks to Sensitive Information
0 Mitigating risks to Sensitive Information

e Policies
e Practice
e Training

0 Network and Desktop Security
» Information Security Discussion

15:30 - 18:00 Break/Albuquerque tour

19:00 - 21:00 Dinner

Friday, February 6

7:30 - 8:00 Breakfast

8:00-12:00 Roundtable Discussion, Questions and Answers
12:00 - 13:00 Lunch

13:00 Adjourn



